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v' The five-card trick, by Bert den Boer [Eurocrypt 89],
securely computes AND using 5 cards.
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Abstract

v' The five-card trick, by den Boer [Eurocrypt 89],
securely computes AND using 5 cards.

@?@lJ =) [#siv]e[a] [v]a]v]s[s

é aAb=1 aAb=0

v This paper gives a protocol which securely
computes AND using 4 cards.
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Scenario

two semi-honest players




Scenario

Alice and Bob want to securely compute AND.




Scenario

The five-card trick achieves such a secure
computation of AND.
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To deal with Boolean values, this encoding Is used:
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To deal with Boolean values, this encoding Is used:
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A commitment to a bit X € {0,1} IS

a pair {”H’?} of two face-down cards

holding the value of X.



Scenario

To deal with Boolean values, the encoding Is used:

Av-o v

A commitment to a bit X € {0,1} IS

a pair {’?H’?} of two face-down cards

holding the value of X.




Five-card trick; step 1

Alice privately makes a commitment to her bit a.
Bob makes a commitment to the negation b of b.

They put them forth with the remaining black card.
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Five-card trick; step 1

Note that the 3 cards in the middle would be black
(namely &/ /&|/% ) only when a =b = 1.




Five-card trick; step 1

Note that the 3 cards in the middle would be black
(namely &/ /&|/% ) only when a =b = 1.
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Five-card trick; step 2

e Turn the centered card face down:

Elewile = 222 2l

Y

a 5 a E

 Apply arandom cut:

EEPEE = keEEkeE

N
random cut
( = cyclic shuffling or random cyclic shift))




What is a random cut?

A random number of leftmost cards are moved
to the right without changing their order.

(2lelzlzll=)
3
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What is a random cut?

A random number of leftmost cards are moved
to the right without changing their order.
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a random number,
which nobody knows
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Five-card trick; step 3

e Reveal all 5 cards:




Five-card trick; step 3

e Reveal all 5 cards:
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Five-card trick; step 3

Reveal all 5 cards:
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Five-card trick; full description

1. Putthe 5 car\ds as follows: @E] -0 @@: .
glelSlale
——

a b

2. Turn the centered card face down, and apply a random cut:

29200 = (FRFRR) = RPERRA

— N

a b
3. Reveal all 5 cards:
A W (sl[sE (4[5l
aaavle [vivlalale  (waaeal vavais
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Our result

We reduce the number of required cards: our protocol

needs no cards other than the 4 cards for commitments.
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A random bisection cut

Bisect a given deck of cards, and then

randomly switch the resulting two portions:

[ 22
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LERE ee Be
a b b a

not switched switched
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A random bisection cut

Bisect a given deck of cards, and then

randomly switch the resulting two portions:

[ 22

207 ]

\ r FRLEY - )
prob. 1/2 @ @ prob. 1/2

LERE ee Be
a b b a

not switched switched

easy-to-implement card shuffling operation
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Our 4-card secure AND protocol
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Our 4-card secure AND protocol

1. Apply a random bisection cut:

BERR = [RRIRR] = ARREE

a
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Our 4-card secure AND protocol

1. Apply a random bisection cut:

a

, prob. 1/2
a b

or
2227 prob. 172
b a

2878 = [AElEE] = eRRR
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Our 4-card secure AND protocol

1. Apply a random bisection cut:

BERR = [RRIRR] = ARREE

a

2. Apply a random cut to the two cards in the middle:

270 = B(ER)7 = RRRA

32



Our 4-card secure

AND protocol

1. Apply a random bisection cut:

BERR = [RRIRR] = ARREE

2. Apply arandom cutto t

deee = @

ne two cards in the middle:

(FR)E = RREA

2227 prob. 1/2

or
.!!. prob. 1/2
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Our 4-card secure AND protocol

1. Apply a random bisection cut:

BERR = [RRIRR] = ARREE

a

2. Apply a random cut to the two cards in the middle:
PRE = B(ER)E = BREA

3. Reveal the 2Md card.
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Our 4-card secure AND protocol

1. Apply a random bisection cut:

2R = [BRlRE] = FRRR

v

a b

2. Apply a random cut to the two cards in the middle:

2R = B(ER)F = FRRA

3. Reveal the 2" card: there are two cases.

(@)
gllale

GGl
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Our 4-card secure AND protocol

1. Apply a random bisection cut:

2R = [BRlRE] = FRRR

v

a b

2. Apply a random cut to the two cards in the middle:

2R = B(ER)F = FRRA

3. Reveal the 2" card: there are two cases.
(a) Reveal the 4" card:

A42E = PR&Fs o 24

GGl




Our 4-card secure AND protocol

1. Apply a random bisection cut:

alefela

v

a b

= [BE|FF] = BRFRR

2. Apply a random cut to the two cards in the middle:

glalela

= B(FRF)F = BFRFFA

3. Reveal the 2" card: there are two cases.

(a) Revea

the 4t card:

glie

2 = R o 2

(b) Reveal the 15t card:

AvFE = [vvER o &7
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Our 4-card secure AND protocol

1. Apply a random bisection cut:

2R = [BRlRE] = FRRR

v

a b

2. Apply a random cut to the two cards in the middle:

PR = B(ER)E = BRFEEA

3. Reveal the 2" card: there are two cases.
(a) Reveal the 4" card:

A42E = PR&Ps o 2

aAb=1 aAb=0

(b) Reveal the 15t card:

AvFE = [vvER o &7
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Our 4-card secure AND protocol

1. Apply a random bisection cut:

2R = [BRlRE] = FRRR

v

a b

2. Apply a random cut to the two cards in the middle:

ARRE = PR(FR)? = F7EA

3. Reveal the 2" card:| Same COI0I xg,
(a) Reveal the 4t card:

— : @@@@ or HMH@

same color aAD = 1 aAb =0

(b) Reveal the 15w

AvFE = [vvER o &7

aAb=1 aAb=0 39




Our 4-card secure AND protocol

1. Apply a random bisection cut:

2R = [BRlRE] = FRRR

v

a b

2. Apply a random cut to the two cards in the middle:

ERE = B(ER)R = S==a

3. Reveal the 2" card:; there are two case: colors
(a) Reveal the 4t card:

2&2? = | different |[2#[2v

colors aAb=0

(b) Reveal the 15t card:

AvFE = [vvEE o v

aAb=1 aAb=0




Our 4-card secure AND protocol

1. Apply a random bisection cut:

2R = [BRlRE] = FRRR

v

a b

2. Apply a random cut to the two cards in the middle:

PR = B(ER)E = BRFEEA

3. Reveal the 2" card: there are two cases.
(a) Reveal the 4" card:

A42E = PR&Ps o 2

aAb=1 aAb=0

(b) Reveal the 15t card:

AvFE = [vvER o &7

aAb=1 aAb=0 a1
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alefela

a b
(a,b) Initial
(0,0)| | #PSw
(0,1)| | PPN
(1,0)| |ohs®
(1,1)| (osos

sfv -0 ola-:



step 1

AR R = [2R|ER]

a b
(a,b) Initial
(0,0)| | #VH@®
(0,1)| | hP®h
(1,0)| | Podd®
(1,1)| oo

490 [vl8-
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ARRRE = [7R|AR]

u
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(a,b) Initial after step 1
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ARRRE = [7R|AR]
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ARRRE = [7R|AR]
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step 2

PER = [FRIRR] = R(FR)A

a 0
(a,b) Initial after step 1
(0,0) | | V@ 3L X 4
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(a,b)

step 1 step 2

2PER = [RRIRR] = R(FR)A

a b

= BEeAE

before step 3

(0,0)

X XA 3 & 14

(0,1)

VHh&® Or S99 H

(1,0)
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(1,1)
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Step 3 reveals the 2" card.

g
&lalala

(a,b)

(0,0)| |dd®® Or SP&@

(0,1)| |9&&® or PO N

(1,0)| |Ped® Or PV
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Step 3 reveals the 2" card.

: @) [?|%?|?
: E‘]
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(a,b)
(0,0) ¥ or 3
(0,1) Y or §opH
(1,0) ¥ or HOP&H
(1,1) & or o ok
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Step 3 reveals the 2" card.

a (@ 2+
AR = b Rv77

(a,b)

(0,0) vor 4vRe The color and (a,b)
(0,1) Vor Jeps are independent.
(1,0) ¥ Oor ROP b

(1,1) & or o b

(@) (b)

56



Step 3 reveals the 2" card.

a (@ 2+
AR = b Rv77

(a,b)

(0,0) v or 4V The color and (a,b)

(0,1) Vor Jeps are independent.

(1,0) ¥ Oor ROP b

(1,1) & or o b No secret information leaks.

(@) (b)
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Step 3 reveals the 2" card.

1 @ BesE "
AR = b Rv77

(a,b)

(0,0) vor 49 The color and (a,b)

(0,1) Vor qopL are independent.

(1,0) ¥ or §OP

(1,1) & or b No secret information leaks.

(@) (b)
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Step 3 reveals the 2" card.

d

Gal66
(0,0) ¥ or 3
(0,1) ¥ or & o
(1,0) ¥ or HOP&H
(1,1) & or o ok

(@)

(b)
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L 4
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L 4
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&

(a,b)
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Step 3 reveals the 2" card.
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Step 3 reveals the 2" card.

[ .
srrn = P
©00)] [ @
alAb = O{ 0,1)| |® &
(1,0)] [@ &
aAb=1{|a11||® @
@.b)

It suffices to look at the color of the fourth card.

61



Step 3(a) reveals the 4" card.
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(a) Reveal the 4% card

oy B8EE = B

0,0)| & @
01)||® &
1.0)| [® &
1,1)| |® @

aAb=1

JBE o BN

aAb=0
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(a) Reveal the 4% card

oy B8EE = B

JBE o BN

00| [+ v aAb=1 aAb=0
0,1)| |® &
(1,0)| |® &
(1,1)| | @

(b) Reveal the 1st card:;

2vEz = YeE o 4R

0.0) . aAb=1 aAb=0
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(1,0) v &
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Our 4-card secure AND protocoN\

1. Apply a random bisection cut: l works! ]
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= [BE|FF] = BRFRR

2. Apply a random cut to the two cards in the middle:

glalela

= B(FRF)F = BFRFFA

3. Reveal the 2" card: there are two cases.

(a) Revea

the 4t card:

glie

2 = R o 2

aAb=1 aAb=0

(b) Reveal the 15t card:

AvFE = [vvER o &7

aAb=1 aAb=0
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We gave a 4-card secure AND protocol.
#v=0 [vf4)=1
2| 2| | P\ || 2| @
N R C
a b ? [[ﬂia

aAb=1 aAb=0
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We gave a 4-card secure AND protocol.

3fe -0 vla=:
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aAb=1 aAb=0
# of cards | random cut | bisection

den Boer 5
EUroePLESL | (4 4w v]lv] f
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e peel | afav] v v
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We gave a 4-card secure AND protocol.

se=0 v
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BRI GG
a2 b MU Gl Ol
aAb=1 aAb=0
# of cards | random cut | bisection

den Boer 5
Euoenp 59| (galafele] |V
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We gave a 4-card secure AND protocol.

se=0 v

N M/

PR = OO ; al#lel
A MM il O ale
aAb=1 aAb=0
# of cards | random cut bisection

den Boer 5
EUroCPLESL | ) |4 w]w v

ours 4

[This paper]
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We gave a 4-card secure AND protocol.

se=0 v

AEE o DR RE
R 3 ~ee

\ 4\ 41

aAb=1 aAb=0
. . alsection
two mput commitments

den Boe
EUrOCPEEST 4w @ v
ours 4
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The five-card trick

2eHRE == Mavis (vavfaly

M b aAb=1 aAb=0

and our protocol

N

T 2|2 %
e ==

r vlo[?|l?

a b
aAb=1

Zeely

sv[22
aAb=0

do not produce their output in a committed format.

There are some committed format

R ==

a b

nrotocols.

a6

H—I

aAb
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Committed-format secure AND protocols

required cards | random | bisection | avg. # of
cut Cut trials
Crepeau-Kilian 10
CRYPTO%Y | Walalv[v[y] |V 6
LuC
Niemi-Renvall | 12
Tes 00| WaMaNE |y 25
/9 v/vv]v]
Stiglic 8 v
res 2001 | W{a[ablvv/]¥ 2
Mizuki-Sone 6 v
Faw 2000 | (afaa[e]v] 1
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Also, some known protocols securely compute XOR
and NOT in a committed format.

Therefore, any (n-variable m-valued) function can
be securely computed using a deck of cards.



%

| hope card-based protocols would help you with
e Intuitive explanation of crypto. to non-specialists
e education in classroom.

That’s all.
Thank you for your attention.

A (real) deck of cards
available to the first
several people; please
contact the speaker.

J
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