Card-based Covert Lottery™

Yuto Shinoda'®, Daiki Miyahara!*®, Kazumasa Shinagawa??®, Takaaki
Mizuki*®, and Hideaki Sone?

! Graduate School of Information Sciences, Tohoku University, Sendai, Japan
2 The University of Electro-Communications, Tokyo, Japan
3 Cyberscience Center, Tohoku University, Sendai, Japan
4 National Institute of Advanced Industrial Science and Technology, Tokyo, Japan

Abstract. Before starting to play a two-player board game such as
Chess and Shogi (namely, Japanese chess), we have to determine who
makes the first move. Players’ strategies of Chess and Shogi often rely
on whether they will move first or not, and most players have their own
preferences. Therefore, it would be nice if we can take their individual
requests into account when determining who goes first. To this end, if
the two players simply tell their preferable moves to each other, they
will notice the other’s strategy. Thus, we want the players to determine
the first move according to their requests while hiding any information
about them. Note that this problem cannot be solved by a typical way
done in Chess, namely, a coin-flipping. In this paper, we formalize this
problem in a cryptographic perspective and propose a secure protocol
that solves this problem using a deck of physical cards. Moreover, we
extend this problem to the multi-player setting: Assume that there is a
single prize in a lottery drawing among more than two players, each of
who has an individual secret feeling ‘Yes’ or ‘No’ that indicates whether
he/she really wants to get the prize or not. If one or more players have
“Yes,” we want to randomly and covertly choose a winner among those
having ‘Yes.” If all of them have ‘No,” we want to randomly pick a winner
among all the players. We solve this extended problem, which we call the
“covert lottery” problem, by proposing a simple card-based protocol.

Keywords: Secure multiparty computations - Physical cryptography
- Card-based protocols * Real-life hands-on cryptography - Deck of
cards

1 Introduction

Consider a situation where two players are about to play Chess or Shogi (namely,
Japanese chess); then, they have to determine who makes the first move. In this
case, one typical way is to flip a coin, i.e., to randomly choose a player who
goes first. Another way is to use Rock paper scissors to choose a player who
has a right to determine whether he/she makes the first move or not as he/she
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likes. On the other hand, in Chess or Shogi, there are many players’ strategies
depending on whether they make the first move or the second move. Therefore,
they want to take their favorite turn, which implies that coin flipping is not an
ideal method (because their preferable choices are not taken into account at all).
In addition, since individual players tend to have their own preferences about
such first-move-oriented or second-move-oriented strategies, they do not want
to give out the information of the move they want to take, which implies that
Rock paper scissors is not an ideal method as well (because the choice of the
winner of Rock paper scissors results in possibly giving out his/her strategy to
the opponent). Thus, we need a more intellectual way to determine who goes
first while keeping their preferences secret and taking them into account as much
as possible.

More specifically, we want to have a protocol to perform the following: If two
players’ preferences are different, i.e., one wants to make the first move while
the other wants to make the second move, then the protocol is supposed to tell
the players that the former should go first; if their preferences coincide, then the
protocol randomly chooses one of the two players and tells the result. In this
paper, we will construct such a protocol to solve the “Chess player’s dilemma”
mentioned thus far.

1.1 Defining the Functionality for Two Players

Now we formally define the functionality that we wish to achieve.

Suppose that two players P; and P, have secret input bits z1,25 € {0,1}
that represent their preferences, respectively. That is, for each player P;, z; = 1
means that he/she wants to play the first move and z; = 0 means that he/she
wants to play the second move. For an input (1, 22), the functionality F outputs
a single bit y € {0,1}. The output bit y is determined as follows. If 21 # x4, i.e.,
they have different preferences, then y is equal to z7 which means that P; (and
also P,) gets his/her preferred move. On the other hand, if 1 = xo, i.e., they
have the same preference, then y is chosen uniformly randomly. Thus, F = 1
means that P; is going to make the first move, and F = 0 means that P, is
going to make the first move.

The functionality F is also expressed as follows:

I if I 7&1'2,

i & 00,1} if 21 = 2.

f(I1,$2) = { (1)

Here, & represents that the left element is randomly chosen from the right set.

We note that a player who fails to take the desired move will know that it is
the case of ©1 = x5. For example, when both players wish to take the first move
but P; fails to take the first move (by the outcome of the random choice of F), Py
will know that P, also wishes to take the first move while P, cannot distinguish
whether x1 = x5 or not. At a first glance, it seems unfair. However, we believe
that this is unavoidable since when both players have the same preference, the
best way is to play a coin tossing.
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1.2 Defining the Functionality for Multiple Players

We moreover consider the case where the number of players is further extended
to a general number of n (> 2). Specifically, consider the case where only one
person is drawn from n players. For example, assume that there is a single prize
in a lottery drawing among n players, each of who has an individual secret feeling
‘Yes’ or ‘No’ that indicates whether he/she really wants to get the prize or not.
If one or more players have ‘Yes,” we want to randomly and covertly choose a
winner among those having ‘Yes.” If all of them have ‘No,” we want to randomly
pick a winner among all the players. We call this extended problem the “covert
lottery” problem.

Considering n players, each player P;, 1 < ¢ < n, has a secret input bit
x; € {0,1} that represents a wish. That is, z; = 0 means that P; does not want
to be the winner, and z; = 1 means that he/she wants to be the winner. First,
the function True : {0,1}" — 2{1:27} s defined as:

True(zy, 22, ...,xn) ={i|z; =1,1<i<n}, (2)

where 21127} s the power set of {1,2,...,n}. The functionality G, for the
covert lottery protocol is defined as follows:

i & True(xy,...,x,) if True(zy,...,z,) # 0,

n(T1, ..., Ty) = 3
Gnlm ) {z & {1,2,...,n} otherwise. ®)
Recall that, basically, we want to draw a lottery among players P; with z; = 1,
and if there is no such player, a winner is randomly chosen from all players.

This functionality leaks to a player P; who has z; = 1 and G,, # ¢ the fact
that g, = 1. Also, if z; = 0 and G,, = 1, this problem will leak to P; the
fact that all players P; with j # i also have z; = 0. However, this property is
inherently owned by G,,, as well.

Let us show that G, is a natural extension of F defined in Eq. (1). Con-

sider the case where n = 2 for G,. In this case, it is obvious that G5(0,0) &
{1,2}, G2(1,1) & True(1,1) = {1,2}, G2(1,0) = 1 and G5(0,1) = 2. Thus, Gy
and F are essentially the same, although the formats of output are different.
Therefore, G, is a generalization of F.

1.3 Contribution

In this paper, we propose a card-based protocol for realizing the above-mentioned
functionality F. In particular, we construct a secure protocol for deciding the
first move using a deck of physical cards. Our protocol uses only four cards and
one shuffle, and its procedure is very simple.

We moreover construct a covert lottery protocol to realize the functionality
G, by applying the six-card AND protocol [21]. As will be explained in more
details later, the proposed protocol makes use of the extra card sequence that is
not used as output in the six-card AND protocol [21].
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1.4 Related Work

Card-based cryptography provides ways for secure multi-party computations us-
ing a deck of physical cards, and various protocols and their computation models
have been proposed (e.g., [10-12,19,20,27,28,35]) since the seminal work of Den
Boer [4] in 1989. Some specific applications are three-input majority voting pro-
tocols [23,25,38,39], which output a majority vote for or against three partici-
pants while keeping their input secret, millionaire protocols [14,24,26], which se-
cretly compare who has the largest amount of money, ranking protocols [33,34],
which output the rich list without revealing each amount of money, a secret
grouping protocol [8], which classifies players into groups, and zero-knowledge
proof protocols (e.g., [2,5,7,13,15,16,29-31]), which prove the existence of a
solution to a puzzle instance without revealing the solution itself.

In addition to using a deck of cards, cryptographic protocols based on various
kinds of physical tools have been proposed (e.g., [1,3,6,18,22]).

2 Preliminary

In this section, we introduce basic primitives used in our protocols. In Section 2.1,
we define a deck of cards. In Sections 2.2 and 2.3, we present two shuffles, the
random bisection cut and the pile-scramble shuffle. In Section 2.4, we introduce
the existing six-card AND protocol.

2.1 Deck of Cards

We assume that the face of cards is either @ or @ and that their back sides are

the same . All cards having the same face are assumed to be indistinguishable.
We call those cards of two suits binary cards. A deck of binary cards is used in
our protocol presented in Section 3.

Using two cards @ and @, a single bit of information is encoded as follows:

#[]=0, [O]a]-1.

A pair of face-down cards is called a commitment to x € {0, 1} if it encodes
the value x according to the above encoding rule. It is denoted by

HEHE
——

x

We also use another type of cards called number cards. The face of each
number card has a positive integer like e and their back sides are the
same as binary cards. A deck having both binary cards and number cards is
used in our protocol presented in Section 4.
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2.2 Random Bisection Cut

A random bisection cut [21] is a shuffle operation, which is applicable to a se-
quence having an even number of cards. A random bisection cut for 2m cards
proceeds as follows. First, it bisects the sequence into the left m cards and the
right m cards. Then, it randomly swaps the left and right piles. As a result, a
sequence of 2m cards (indistinguishable to the original sequence) is obtained.

The following is an example of applying a random bisection cut to two com-
mitments a,b € {0, 1}. First, it bisects a sequence of cards into two piles of cards
having the same number of cards. In this example, a sequence of four cards is
divided into commitments to a and b:

HEHEE
——
b

——

a

Next, the left and right piles are swapped randomly. This results in two com-
mitments to (a,b) or (b,a) with a probability of 1/2. Hereinafter, we denote a
random bisection cut by [ - | - | as follows:

[EIE) | ()] - e

Ueda et al. [36,37] showed how to securely implement a random bisection
cut. According to their experiments, a random bisection cut can be implemented
so that nobody knows whether two piles are swapped or not.

2.3 Pile-scramble Shuffle

A pile-scramble shuffle [9] is a shuffle operation, which is applicable to a se-
quence of mk cards for some positive integers m and k. A pile-scramble shuffle
for m piles proceeds as follows. First, it splits a sequence of mk cards into m
piles (pileq, pile,, . .., pile,,) each having k cards. Then it randomly permutes the
m piles. As a result, a sequence of m piles (pile -1 (1), pile; -1y, ..., pile; 1)
is obtained where 7 is a random permutation. A pile-scramble shuffle can be
securely implemented by the use of everyday objects such as envelopes.

2.4 Six-card AND Protocol

Mizuki and Sone [21] designed a six-card AND protocol. It takes two commit-
ments to a,b € {0,1} along with two additional helping cards @@ and outputs
a commitment to a A b as follows:

2]zl z][#]@) = (2] 7]

_—— == =

a b a/Ab

The protocol proceeds as follows.

1. Place two commitments to a,b € {0,1} and two binary cards @@ as:
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HHEE R

a 0 b

2]z [z 2] 2][7]
HEaIEEEE

3. Apply a random bisection cut to the sequence as:

2. Rearrange the sequence as:

(L= | e - e e

4. Rearrange the sequence as:

HHEE
HEBREEE

5. Turn over the leftmost two cards. If they are @@, the middle pair is a
commitment to a A b. Otherwise, the right pair is a commitment to a A b.
The other pair is a commitment to @ A b in both cases.

o [&O)z]2)(zlz) o Ofa][z]z]) )]

aAb a/nb anb aAb

3 A Secure Protocol for Deciding the First Turn

In this section, we design a secure protocol for deciding the first turn. That is, our
protocol should realize the functionality F defined in Eq. (1) in Section 1.1. The
protocol takes input commitments to 1, z2 € {0,1}, and outputs a commitment
to F(x1,22) which designates whether the first player Py takes the first move or
not, as follows:

HEHEENHHE

Z1 Z2 ]:($1,ZE2)

In Section 3.1, we explain the idea behind constructing our protocol. In Sec-
tion 3.2, we give the protocol construction.

3.1 Idea

First, note that when z; # x5, we have xy = Tg; when x; = x5, we have
{z1,72} = {0,1}. Then, using Tz, Equation (1) is rewritten as

:7 .f 5
H%m:ﬁlm oy 7 22 (4)

Zﬁ{xl,fg} ifxlzl‘g.
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If 1 =73, 7 & {1,732} always satisfies r = x7 = Tz. Therefore, instead of
Equation (4), we can simply write

F(zy,22) =1 & {21, 73} (5)

Therefore, if we have the following two commitments, it suffices to randomly
choose one of them without knowing which is which:

HHEH}
L S—
1 z2

x

This can be done with a random bisection cut, as seen in the next subsection.

3.2 Description
Our protocol for performing the functionality F proceeds as follows.

1. Place two commitments to z1,x2 € {0,1} where x; is P,;’s preference:

HEEEE
|
1 T2

x

2. Apply the NOT computation to the commitment to x5 by swapping the two
cards:

2lzflzlz) = 2]zl 2] (2022 ]2

Z1 2 Z1 T2

3. Apply a random bisection cut:

EEEE] - [EE|EE] - el e EEEE -

ZT1 To ZT1 To T2 1

4. The left commitment is a commitment to F:

HHHE
——
F

Thus, our protocol surely follows Equation (5), implying that it realizes F.
Our protocol uses only four cards and one random bisection cut, and is very
simple.

Instead of applying a random bisection cut to the four cards in Step 3, we
may apply it to the first and third cards; in this case, the result will be obtained
based on the encoding @ =0 and @ =1.
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4 Covert Lottery Protocol

In this section, we extend our protocol shown in the previous section: We propose
a card-base covert lottery protocol that realizes G,,. We first present the idea
behind this protocol and then show its description. Our proposed protocol takes
as input m commitments to xi1,za,...,z, (each of which represents player’s
preference) along with four binary cards and m» number cards, and outputs a
single number card that represents a winner w = G, (z1, 2, ..., ZTn):

EEEE- - RO - [ - [

Z1 Z2 Tn

In Section 4.1, we explain the idea behind this protocol. In Section 4.2, we
show the protocol construction completely.

4.1 Idea

Let us look back at Equation (3). To realize G,, it suffices to randomly choose
a single player from the set True(x1,xo,...,x,) if there are players who are
positive to get the prize; otherwise, it suffices to randomly choose a single player
from the set of all players {1,2,...,n}. To accomplish this, we first apply a pile-
scramble shuffle to the n input commitments x1, o, ..., x, to make the order of
the inputs random. To keep track of correspondence between inputs and players,
a number card | 7 |is attached to each commitment x;, 1 < i < n, before applying
a pile-scramble shuffle:

el 2z = 2lze)e) - 20

Z1 Z2 Tn Z1 Z2 Tn

That is, the resulting sequence of cards after a pile-scramble shuffle is as follows:

1 2 n 71'_1(1) 71'_1(2) Tr_l(n)
2lz)e]e] . [2lz) = 2] 2]e] - [2]2),

z1 T2 Tn X1 X2 Xn
where (X1, Xs,...,X,,) is generated by permuting (x1,x2,...,x,) with a ran-
dom permutation 7.

If we turn over the commitments to X1, Xs,..., X,, one by one from left to

right, the first revealed commitment to 1 deserves a randomly chosen commit-
ment from the set True(z1, 2, ..., 2,) due to the pile-scramble shuffle. Thus, it

suffices to output the number card attached to it as the winner. If X; = --- =
X, = 0, then it suffices to output the rightmost number card as a randomly
chosen winner from all players. We construct the protocol based on this princi-
ple. However, of course, if we simply reveal the commitments to X1, Xs,..., X,
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Table 1. The resulting y; and token ¢ where (X1, X2,...,Xs5) = (0,1,0,1,1).

X t yi = Xi Nt ti=X; At

#[0] 0] (4]0 [©]#)
Ol [O]a]  [0]4) [#]©)
#[0] [#]0]  [4]0] [#])
Cla] [#]0]  [4]0] [+

C+] [#[°] [#[9]=2 :

.

[ S

one by one, information about the input value of the winner and the number of
Os among (a part of) the inputs would be leaked. For example, let n = 5 and
(X1, Xo, X3, X4, X5) = (0,0,1,0,1). In this case, X1, X2, and X3 are revealed,
and hence, all players learn that at least two players’ inputs are Os and the
winner’s input is 1. Let the inputs be (0,0,0,0,0) for another example. In this
case, all players learn that all the inputs are 0s. To avoid this leakage, we shall
perform the above computation while keeping the input values secret.

For this, we introduce a “token” commitment. A token is used to rewrite
each input commitment. That is, the winner is determined by making all of the
commitments correspond to 0s except for the first revealed commitment to 1.
Specifically, we repeatedly perform an AND computation of an input commit-
ment (from left to right) and the token whose initial value is 1, and replace the
input commitment with the output of the AND computation (namely, it outputs
1 if and only if both the input and token are 1s). The token should remain 1
until the AND computation first outputs 1, and be 0 after it outputs 1. This
computation is accomplished by performing the AND computation of the token
and the negation of each input. To summarize, given an i-th input commitment
to X; and the token commitment to ¢, we perform the following computation
and replace the i-th input commitment with a commitment to y; = X; At and
the token commitment is updated by ¢t == X; At (1 <i<n—1):

22y - (e ”

where the initial value of the token is ¢ = 1. The n-th commitment is replaced
with the final token.
Let us take an example. Consider the case where (X1, Xo, ..., X5) = (0,1,0,1,1).

In this case, y; and ¢ change depending on X; and ¢, as shown in Table 1. First,
since X; = 0, we have y3y = 0A1 =0and t := 0A 1 = 1. Since Xo = 1,
yp=1A1=1 wehavet:=1TA1=0. Since y; = X; Atand t:= X; At, once
the token ¢ becomes 0, all of the remaining AND computations shall output Os
as shown in Table 1.
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To perform (6), it suffices to use the six-card AND protocol [21]; thus, we
can implement a card-based covert lottery protocol by using the six-card AND
protocol n—1 times. As mentioned above, we set the final commitment to y,, = t.
If X1,...,X,_1 are all Os, we have t = 1, and hence, y,, = 1. If there is at least
1 among X1,...,X,_1, we have t = 0, and hence, y,, = 0. Note that, aside from
n input commitments, we use four binary cards for the token and the helping
cards in the six-card AND protocol.

4.2 Description
The description of our proposed protocol is as follows.

1. Each player secretly creates an input commitment; we now have n input
commitments as follows:

HEHH B

Z1 Z2 Tn

2. Place a number card above each commitment to z; and make n piles of
cards consisting of three cards:

3. Turn over every number card and apply a pile-scramble shuffle to the se-
quence of piles:

lz)zlz) - 2le) - 2]zl (2]
T To Ty X1 Xa Xn
Let X1, Xo, ..., X, € {0,1} be the values of the resulting commitments after

the shuffle.
4. Using a pair of free binary cards, make a commitment to ¢ = 1 by placing
@@ and turning them over.
5. Let j = 1. Perform the following computation n — 1 times.
(a) Taking as input the commitment to X; and the token commitment to ¢,
perform the six-card AND protocol [21] along with the remaining pair
of free cards mm to obtain the following two commitments:

22819 - Lz z]ae)

Place the former commitment to y; = X; At below the number card
as the commitment to X; was there. Let the latter commitment be the
next token ¢. Note that the two face-up cards @@ that were revealed
to determine the output can be reused in the next AND computation.
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6. Let the commitment to ¢ be a commitment to y,,.
7. Apply a pile-scramble shuffle again to the sequence of n piles, each of which
consists of the commitment to y; and a number card:

HEEEEERIEE e E]

Y1 Y2 Yn Y1 Y2 Y

Let Y1,Y5,...,Y, € {0,1} be the values of the resulting commitments after
the shuffle.

8. Turn over the commitments to Y7,Y5,...,Y,; there should be exactly one
commitment to 1. Then, turn over the number card above it. We have the
winner represented by the revealed number card.

4.3 Security

We claim that all face-up symbols opened in an execution of the protocol are
uniformly randomly and independently distributed from the inputs and output.
Face-down cards are opened in Steps 5(a) and 8 only. In Step 5(a), two cards
are opened by the six-card AND protocol. From the security of the six-card
AND protocol, these symbols are distributed uniformly randomly and indepen-
dently from any other values. In Step 8, the commitments to Y7,Y5,...,Y,, are
opened. We note that only a single Y; is a commitment to 1 and the others are
commitments to 0. From the property of the pile-scramble shuffle, the number i
is distributed uniformly randomly among {1,2,...,n} and independently from
any other values. Therefore, all face-up symbols are uniformly randomly and
independently distributed from the inputs and output.

5 Conclusion

In this paper, we formalized a novel problem that determines who makes the
first move in a two-player board game such as Chess and Shogi, and designed
a card-based protocol to solve this problem. Instead of randomly deciding the
first move by a coin tossing, our protocol takes into account players’ preferences.
Moreover, we generalized the problem into a multi-player case, and designed a
“covert lottery protocol” to solve the problem.

We left to reduce the number of cards and the number of shuffles as an
open problem. In card-based cryptography, they are considered to be the most
important complexity measures. Our two-player protocol requires four cards and
one shuffle. Our multi-player protocol requires 3n-+4 cards and n+1 shuffles.! We
note that it is possible to reduce the number of shuffles by applying the technique
of the card-based garbled circuits [32]. However, in general, it is difficult to reduce
both the number of cards and the number of shuffles at the same time.

! If we make X,, be two free cards by a random bisection cut before Step 4, the number
of cards can be reduced to 3n + 2 while the number of shuffles becomes n + 2. If we
apply the AND protocol based on the encode E =0 and @ =1 [17], we can have
a (3n + 1)-card 3n-shuffle protocol or a 3n-card (3n + 1)-shuffle protocol.
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Another interesting problem is to consider a different problem similar to the
covert lottery protocol. For example, it is possible to generalize the covert lottery
protocol into a protocol with multiple winners although our protocol has a single
winner. As another example, since the covert lottery protocol can be viewed as
an election with candidacies, it would be worthwhile to consider a protocol for
an election that allows for nominations.
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