Five-Card AND Protocol in Committed Format Using Only
Practical Shuffles

Yuta Abe
Graduate School of Information Sciences
Tohoku University
Sendai, Japan
yuta.abe.r6[at]dc.tohoku.ac.jp

Takaaki Mizuki
Cyberscience Center, Tohoku University
Sendai, Japan
tm-paper+card5coalat]g-mail.tohoku-university.jp

ABSTRACT

In card-based cryptography, designing AND protocols in commit-
ted format is a major topic of research. The state-of-the-art AND
protocol proposed by Koch, Walzer, and Hartel in ASTACRYPT 2015
uses only four cards, which is the minimum permissible number.
Their protocol’s minimality relies on somewhat complicated shuf-
fles having non-uniform probabilities of possible outcomes. Re-
stricting the allowed shuffles to “practical” ones, namely uniform
closed shuffles, to our knowledge, six cards are sufficient: The six-
card AND protocol proposed by Mizuki and Sone in 2009 utilizes
the random bisection cut, which is a uniform and cyclic (and hence,
closed) shuffle. Thus, a question has arisen: Can we improve upon
this six-card protocol using only practical shuffles? In other words,
whether there exists a five-card AND protocol in committed for-
mat using only uniform closed shuffles has been one of the most
important open questions in this field. In this paper, we answer the
question affirmatively by designing a five-card committed-format
AND protocol using only practical shuffles. The shuffles that our
protocol uses are random cut and random bisection cut, both of
which are uniform cyclic shuffles and can be easily implemented
by humans.
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1 INTRODUCTION

Card-based cryptography started from the “five-card trick” presented
by den Boer in 1989 [2]. This card-based protocol performs a se-

cure AND computation using two black cards BB and three red
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cards @@@ where their backs| ? |are all identical. This paper

begins by introducing the five-card trick.

1.1 The Five-Card Trick

In card-based cryptography, to manipulate Boolean values, the fol-
lowing encoding is used:

[s]°]=0.[c]s]=1. 0

That is, the left card being black represents 0, and the left card
being red represents 1. According to this encoding rule (1), Alice
can put her private input bit a € {0, 1} on a table using two cards

, keeping its value hidden:

2],

—_—
a

Such a pair of face-down cards is called a commitment to a bit
a € {0,1}. Similarly, Bob can put a commitment to his private in-
put bit b € {0, 1} on the table, keeping its value secret from Alice
(and others). Given the commitments to a € {0,1} and b € {0, 1},
along with an additional card
as follows.

, the five-card trick [2] proceeds

(1) Put the additional red card between the two input commit-
ments, apply a NOT computation to a, in the left commit-
ment by swapping the positions of its two cards, so that we
have a commitment to the negation a, and turn over the

middle red card:
T2l 2] - EIETe e

Note that the three cards in the middle will be @@@
i.e., three red cards will be consecutive only whena = b = 1,
namelyaA b = 1.

Apply a random cut (denoted by (-)) to the sequence of five

cards:
/ \

(2lz]zl2]2]) - [2l2]2]2]2]

A random cut, meaning a cyclic shuffling operation, uni-
formly randomly shifts the positions of the sequence with-
out changing the order!. Mathematically, one permutation

—
)
~
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is uniformly randomly chosen from
{id, (12345), (12345)%, (12345)3, (12345)%},

and the chosen permutation is applied to the sequence of

five cards, where id is the identity permutation and (i1 iz ... i

represents a cyclic permutation.

(3) Reveal the five cards. If the three red cards E@@ are
consecutive (apart from cyclic rotation), then a A b = 1.
Otherwise, a A b = 0.

This is the five-card trick, which is simple and elegant. Although
the five-card trick is extremely useful as mentioned, it has one
drawback: The five-card trick cannot deal with a logical conjunc-
tion of three or more variables, where players Py, Py, . .., P, with
n > 3 want to conduct a secure multiparty AND computation. To
overcome such a limitation, researchers have designed “committed-
format AND protocols,” which are able to perform secure AND
computation of three or more inputs.

1.2 The Six-Card AND Protocol in Committed
Format

A committed-format AND protocol should produce a commitment

toaAb
HH

—_—
anb
from input commitments to a and b. In contrast to the the five-
card trick, the output is obtained as a commitment to a A b, keep-
ing its value secret; hence, the output commitment can be used
as the input for another computation. There are many existing
committed-format AND protocols in the literature (as shown in
Table 1). Among those, we now introduce the Mizuki-Sone proto-
col [9], which is considered to be the simplest for humans to exe-
cute. This protocol uses two additional cards E@ and proceeds
as follows.
(1) Put the two additional cards between two input commit-
ments, and turn them over:
e2a]e 2] - [22]e]2 el
—_— —_— —_—
a b a 0 b

(2) Rearrange the order of the sequence as:

HEHBEE
2]l ][2 2]z

(3) Apply a random bisection cut denoted by [ - | - ], that s, bisect
the sequence of six cards and shuffle the two halves:

2120222 02]] - [2 L2022 ]2 ]2

Mathematically, the permutation id or (14)(25)(3 6) is cho-
sen with a probability of 1/2, and the chosen permutation
is applied to the sequence of six cards?.

'Humans can easily implement a random cut so that nobody will know which one
(among the five possibilities, in this case) is the current sequence (e.g. [2, 4, 12, 14]).
21t is well-known that a random bisection cut can also be easily and securely imple-
mented by humans [14].
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(4) Rearrange the order of the sequence as:

HEHERBEE
2]z ).

(5) Reveal the two left-most cards; then, a commitment to a A b
is obtained, depending on the order of the two face-up cards

Band@:

[e]efzlz] ] 2)erlof s 2] 2] 2]}

This is the six-card AND protocol in committed format [9]. Given

ninput commitments to x1, X2, . . ., X», and executing such a committed-

format AND protocol n — 1 times, a secure AND computation of n
variables can be carried out, i.e., we can obtain a commitment to
X1 AX2 A+ AXp.

Card-based protocols are far more practical than might be imag-
ined. Hundreds of non-specialists, such as high school students,
have actually executed AND protocols to facilitate their daily lives,
say, to determine whether or not they are all keen to go out for din-
ner that night. It should be noted that these high school students
understand why the protocol they execute works correctly and se-
curely, in addition to what MPC (secure multiparty computation)
is.

1.3 Known Results and Our Contribution

As seen above, the committed-format AND protocol is a useful and
indispensable primitive, and designing such AND protocols is a
major topic in the research field of card-based cryptography. As
enumerated chronologically in Table 1, there are many committed-
format AND protocols. The Mizuki-Sone protocol proposed in 2009
[9] (and described in Section 1.2) is the fourth committed-format
AND protocol in the literature; it uses six cards, which are fewer
than the previous three protocols [1, 12, 13] require; furthermore,
as shown in the fourth column of Table 1, the Mizuki-Sone pro-
tocol is the first committed-format AND protocol that terminates
in a finite number of shuffles (actually, it terminates after only one
shuffle, namely a random bisection cut, as seen in Section 1.2).
After the invention of the Mizuki-Sone six-card AND proto-
col in 2009, it had been a challenging open question to determine
whether one could construct a committed-format AND protocol
with five cards or less. In 2015, Koch, Walzer, and Hartel [5] suc-
ceeded in solving the question appropriately, i.e., they presented
a four-card AND protocol in committed format, which is the fifth
protocol shown in Table 1. Their four-card protocol is optimal in
terms of the number of required cards because we need four cards
for arranging two input commitments, as long as we follow the
encoding (1). As shown in the fourth column of Table 1, their four-
card AND protocol does not terminate with a fixed number of shuf-
fles, meaning that it is a Las Vegas algorithm. In addition, they
constructed a five-card AND protocol that terminates with a fi-
nite number of shuffles; see the sixth protocol shown in Table 1.
Furthermore, they proved that there is no four-card committed-
format AND protocol with a finite number of shuffles. Therefore,
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Table 1: Committed-format AND protocols

card shuffle
# of colors [ # of cards | finite [ uniform [ cyclic [ closed
Crépeau-Kilian, 1993 [1] 4 10 no yes yes yes
Niemi-Renvall, 1998 [12] 2 12 no yes yes yes
Stiglic, 2001 [13] 2 3 no yes yes yes
Mizuki-Sone, 2009 [9] (§1.2) 2 6 yes yes yes yes
Koch-Walzer-Hirtel, 2015 [5] 2 4 no no yes yes
Koch-Walzer-Hartel, 2015 [5] 2 5 yes no no no
Ours (§2) [ 2 [ 5 [ no [ yes [ yes [ yes ‘

when we restrict our attention to finite runtime protocols, the five-
card AND protocol in committed format is optimal in terms of the
number of cards.

Now, let us revisit Table 1; it contains columns regarding shuf-
fles being uniform, cyclic, and/or closed. Note that the first four
protocols (from 1993 to 2009) all have the answer “yes” We for-
mally define the uniformness, cyclicness, and closedness of shuf-
fles. Following the formal computation model of card-based pro-
tocols [7], a shuffle action is specified by a set IT of permutations
and a probability distribution ¥ on II:

(shuf, I, 7);

if ¥ is uniform, we say that the shuffle is uniform; if I is a cyclic
subgroup (of the symmetric group), we say that it is cyclic; if II
is a subgroup, we say that it is closed. For example, the random
bisection cut that the Mizuki-Sone protocol uses can be formally
written as

(shuf, {id, (14)(25)(36)}, id—>1/2, (14)(25)(36)> 1/2).

Thus, a random bisection cut is surely a uniform and cyclic (and
hence, closed) shuffle. The first three protocols [1, 12, 13] in Table 1
utilize only random cuts, which are also uniform and cyclic.

On the other hand, the two Koch-Walzer-Hiértel protocols [5]
use a non-uniform and/or non-closed shuffle, such as

(shuf,{id, (12)(34)}, id—1/3, (12)(34)+—2/3)
and
(shuf, {id,(54321)}, id—2/3, (54321)—1/3).

Therefore, it is relatively difficult for humans to implement the ex-
isting four-card and five-card protocols in practice.
Thus, a natural question has arisen:
Can we construct a committed-format AND proto-

col with five cards or less using only uniform closed
shuffles?
This is one of the most important open problems in card-based
cryptography.

In this paper, we will answer this question affirmatively, i.e., we
will design a five-card AND protocol in committed format using
only uniform closed shuffles. See the bottom-most row in Table 1.
The shuffles that our protocol uses are random cuts and random bi-
section cuts, both of which can be easily implemented by humans,
as mentioned above, and hence, we believe that humans can easily
use our protocol.

2 OUR PROTOCOL

In this section, we construct a five-card committed-format AND
protocol using only “practical” shuffles, namely uniform cyclic shuf-
fles.

2.1 Idea

Here, we explain the idea behind our pro.toc.ol.
Bﬂﬁ@@ﬂikﬁO?WHﬂPHH}%!HMHHMHﬂ-

Let the middle card be revealed, and assume that it is B:

HEOEE

Then, there are four possibilities:
(1) VAV XVF § aAb=0;
(ii) *OXOQ anb=0;
(i) VsV aAb=1;
(iv) V#8990 aAb=1

After turning over the middle card, denote the sequence of cards

by

[2]2]2]2]2]

—_———

x y

for the sake of convenience (for example, the two left-most cards
are not a commitment to a bit for the cases of (i) and (iii)). Note that
in cases (ii) and (iv), the first two pairs of cards can be regarded
as commitments to bits x and y, and it holds that x @y = a A
b. Therefore, by applying the four-card XOR protocol [9] to the
first four cards, one can obtain a commitment to x @y = a A b
in these two cases. Even in cases (i) and (iii), we can continue the
computation without leaking any information. The details will be
seen in the next subsection.

2.2 Full Description
Here, we give the full description of our protocol.

(1) Execute Step 1 of the five-card trick:

T2 2] - Il
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(2) Execute Step 2 of the five-card trick:

/ \
(2lzfelz]2) - [2]2]2]2]2]
(3) Reveal the middle card, namely the third card. If the face-up
card is @, then turn it over and return to Step 2. If it is B

then go to the next step. (The probability that B appears is
2/5.)
(4) Turn over the card B:

2]z lsf2l2] - [2]2]2]2]2)

(5) Apply the procedure of the four-card XOR protocol [9] to
the four left-most cards, as follows.
(a) Rearrange the order as:

HERRE
HHE B

(b) Apply a random bisection cut to the four left-most cards:

2122 T2 0] (2] = [2 [z T2 ]2 ] 2]

(c) Rearrange the order as:

HBHE-E
HBEEa

(6) Reveal the two left-most cards.

(a) If E@ or @B appears, then we have a commitment

Boceetiooaag)

anb anb

In the latter case, a NOT computation (which is to swap
two cards) brings a commitment to a A b.

(b) If @@ appears, then turn them over

wololzlz2] - [212]2 2]

s

rearrange the order as:

2|2 ][2][2][2]
2]l ][2 ]2 )Lz,

and return to Step 2. (The probability that @E appears
is 1/2.)

This is our committed-format AND protocol. Since this protocol
has loops, it does not terminate within a fixed number of shuffles,
that is, it is a Las Vegas algorithm. The expected number of shuffles
is seven, as follows. Let Nrc and Nrpc be the expected numbers
of random cuts and random bisection cuts, respectively, then

3 2 1
Nre =1+ =Nre + 2 - 5 Nre
and

3 2 1
NRrpc = gNRBC + g(l + ENRBC);
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hence, we have Npc = 5 and Nrpc = 2.

2.3 Pseudocode

The following is a pseudocode for our protocol, where we define

RCs % (id, (12345), (12345), (12345)%, (12345)),

and we write simply (shuf, IT) instead of (shuf,II, ¥) if ¥ is uni-
form.

input set:

(perm, (12))
(turn, {3})
1 (shuf,RCs)

(turn, {3})

if visible seq. = (?,?7,9,?,?) then
(turn, {3})
goto 1

(turn, {3})

(perm. (23))

(shuf, {id, (13)(24)})

(perm, (23))

(turn,{1,2})

if visible seq. = (9,9, ?,?,?) then
(turn, {1,2})
(perm,(2345))
goto 1

if visible seq. = (#,9,?,?,?) then
(result, 3,4)

if visible seq. = (V, #,?,?,?) then
(result, 4,3)

In the next section, we confirm that our protocol definitively
produces a commitment to a A b without leaking any information
about a and b.

3 CORRECTNESS AND SECURITY

In this section, we verify the correctness and security of the pro-
tocol proposed in the previous section.

To this end, we make use of the KWH-tree, which is an excellent
tool developed by Koch, Walzer, and Hartel [5]. That is, if one can
write the KWH-tree satisfying some properties for a protocol, then
it automatically implies that the protocol is correct and secure; see
[5, 8] for the details.

We describe the KWH-tree for our five-card AND protocol in
Figure 1. The first box in Figure 1 corresponds to an initial se-
quence, consisting of two input commitments and an additional
red card; Xoo, Xo1, X10, and X1 represent the probabilities of (a, b) =
(0,0), (a,b) = (0,1), (a,b) = (1,0), and (a,b) = (1,1), respec-
tively. In the second box (and below), we write X instead of Xoo +
Xo1 + X10 and write X7 instead of X11. A polynomial, such as %Xo
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and %Xl, represents the conditional probability that the current
sequence is the one next to the polynomial, given the view seen
on the table. Looking at the two boxes at the bottom, one can see
that a commitment to aAb is definitively obtained. Furthermore, in
each box, the sum of all polynomials is equal to Xy + Xj, implying
that no information about a and b leaks.

Thus, the KWH-tree in Figure 1 guarantees that our protocol is
correct and secure.

4 CONCLUSION

In this paper, we constructed a five-card AND protocol in commit-
ted format using random cuts and random bisection cuts that are
practical enough for humans to implement, solving an important
open problem [4, 5]. Therefore, we have the following theorem.

THEOREM 1. There exists a 5-card expected-finite-runtime AND
protocol in committed format with only uniform cyclic shuffles.

Because the previous “practical” AND protocol [9] uses six cards,
as mentioned in Section 1.2, our protocol reduced the number of
required cards from six to five, and one might think that the con-
tribution of this paper is only incremental; however, we believe
that this is not the case. One reason for this is that a “practical”
committed-format AND protocol with five cards or less has been
solicited for eight years since the six-card AND protocol [9] ap-
peared in 2009. Another reason is that our five-card AND protocol
using only uniform cyclic shuffles is the best possible because, very
recently, the following lower bounds have been found.

THEOREM 2 ([3]). There is no five-card finite-runtime AND pro-
tocol in committed format with only closed shuffles.

THEOREM 3 ([3]). There is no four-card expected-finite-runtime
AND protocol in committed format with only uniform closed shuffles.

Theorem 3 implies that we need at least five cards to have a prac-
tical protocol; moreover, even though we have five cards, Theo-
rem 2 tells us that we cannot have a finite-runtime protocol. Thus,
to consider five-card expected-finite-runtime protocols is the only
possible option. Consequently, Theorems 1, 2, and 3 together imply
that, in this sense, our proposed protocol is optimal.

All the protocols mentioned thus far in this paper can be exe-
cuted publicly: Every operation by players is supposed to be done
with all eyes fixed on how the cards are manipulated. In contrast,
there is another model where players are allowed to use “private”
operations: It is known that such a somewhat strong assumption
brings protocols with fewer cards, e.g. [6, 10, 11].
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VROVR X1
QRORY Xig
SO00S Xo1
*OOKO Xoo
(perm, (12))
(shuf, RCs)
\ /
*O00K LX) KO0KO Lx
VOOMK Lx; 00KV 1X,
QORRY LX1 VROKD LX
QRO LX1 VROV L X
L ¥ IVIVIVEES ¢REIIIV] IVIVESES ¢
(turn, {3})
revealed © % revealed & 2
5
OOOK 1X VIV AVEE'D ¢
AVOVR X1 ROVRY 5 X VOKKY 1X1 00KV LXo
VOVRE X1 VOO $Xo MU 1X,  #0R0T 1
QKOO0 1X; 0ROV LX, i 270
(shuf, RC5) (perm7 (2 5))
(shuf, {id, (13)(24)})
(perm, (23))
VORRY $X1  VVROR 1 Xo
MUY AVVIE'D CREVIVIVE ¥ SPS e}
LAVIVIAVERS SRR W AVIVEP S o)
VRORO 1x,

(turn, {1,2})
revealed %O 1 revealed QQ %

revealed O

&O0KO X, W T VIVED ¢l Q0&&O X
OO0 X Qa0 Xo VI AVE B ¢
= (result, 3,4) = (result, 4, 3) QOO0 & %Xo

(perm, (2345))
(shuf, RCs)

Figure 1: The KWH-tree for our protocol
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