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Abstract. Old Maid is a popular card game. While typically played
with three or more players, it is less enjoyable with only two people. To
address this, we propose a protocol to create a virtual player, Carol, by
making use of card-based cryptography when only two people, Alice and
Bob, are available to play Old Maid. Specifically, we design a card-based
protocol to remove any pair of cards having the same number in Carol’s
hand (namely, the virtual player’s hand) without leaking any information
about Carol’s hand (more than necessary); our protocol uses additional
cards aside from playing cards that are used in Old Maid. Using our
protocol, without any third human player, Alice and Bob can have fun
with Old Maid!

Keywords: Card-based cryptography · Cryptology · Old Maid · Card
games.

1 Introduction

Old Maid is a card game that is popular all over the world. It is typically played
with a standard deck of 53 playing cards, including one joker. The rule is roughly
as follows:

– all players are dealt an (almost) equal number of cards;
– any pair of cards having the same number is removed from a hand;
– each player takes one card from the next player’s hand in turn;
– the last player to have the joker loses.

Technically, Old Maid can be played by two or more players, but preferably
three or more. This is because if only two people play the game, the player
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holding the joker can be completely identified (by both the players), and the
game tends to become monotonous and somewhat boring. On the other hand,
if there are three or more players, it is not possible to immediately identify who
has the joker, and the game tends to become more fluid and tactical.

1.1 What If Only Two Players Are Available?

So, what should we do if there are only two people who are eager to play Old
Maid? One solution would be to create a virtual player just like virtual players
in video games, so that we have three players to play the game. In this paper,
we propose a method to play Old Maid as if there were three players, even when
there are only two people.

Suppose that Alice and Bob want to create a virtual player, Carol, to play
Old Maid. The difficulty in creating such a virtual player Carol is how to remove
any pair of cards having the same number in Carol’s hand. Of course, it would
be easy to achieve this if Alice and Bob were allowed to look at Carol’s hand;
however, to keep the game fun, they are not allowed to know any information
about Carol’s hand. How would they be able to remove any pair in Carol’s hand
(without looking at her hand)?

1.2 Contribution

In this paper, we design a cryptographic protocol that removes any pairs in
Carol’s hand without revealing any information about Carol’s hand (more than
necessary); we call it a removal protocol. Our removal protocol is a so-called
card-based protocol [1, 2, 15], which uses a deck of physical cards to perform a
cryptographic task. Our protocol takes Alice’s, Bob’s, and Carol’s hands as input
and removes any pairs in Carol’s hand using some “helping cards.”

More specifically, our removal protocol is a generic one: it can remove any
pairs in a virtual player’s hand for the case where there are one or more virtual
players along with any number of real human players. The protocol uses 108
“helping cards” in addition to 54 playing cards (in a standard deck) when Old
Maid is played with a single standard deck of playing cards.

After providing preliminaries in Section 2, we explain the rule of Old Maid
precisely and give a framework for execution of the game with virtual players in
Section 3. Next, we present our removal protocol in Section 4. We conclude in
Section 5 with future directions.

1.3 Related Work

Card-based cryptography is a research area for designing cryptographic protocols
such as secure computation protocols using a deck of physical cards. It is shown
that any function can be securely computed using physical cards [1,16]. Although
the main research topic in card-based cryptography has been the design of secure
computation protocols for Boolean functions f : {0, 1}n → {0, 1}, various other
applications have been explored in recent years. A partial list of these studies is
given below.
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– Zero-Knowledge Proof for Puzzles: Gradwohl et al. [3] proposed a zero-
knowledge proof protocol for a Sudoku puzzle using a deck of cards. This
protocol enables us to convince someone that we know a solution of a Sudoku
puzzle without revealing any information on the solution. Subsequent studies
improved on its efficiency [20,24,26] and considered other puzzles, e.g., [5,8,
19, 21–23].

– No-Fixed Point Problem: Crépeau and Kilian [1] proposed a protocol
for generating a random permutation with no fixed point. This protocol can
be used to exchange gifts without receiving a gift of one’s own, e.g., in a
Christmas party. Recent studies improved its efficiency [9,10,17] and gave a
lower bound on the number of cards required [6].

– Werewolf Game: Hashimoto et al. [7] proposed a secure grouping proto-
col. This can be used to determine a character role without a moderator
in the Werewolf game. Their study has the same motivation as our study
in that it applies card-based cryptography to a game. However, even with
their protocol, not all parts of the Werewolf game can be played without a
moderator.

– Covert Lottery: Shinoda et al. [25] proposed a covert lottery protocol. For
a two-player board game such as Chess or Shogi, this protocol can be used
to determine who makes the first move according to the players’ requests
without revealing them.

In this paper, we design a protocol for the card game Old Maid. Although
several protocols with a standard deck of playing cards were proposed [4,11–14,
18, 20], they do not apply card-based cryptography to card games. Our work is
of significant value in that it discovers a new application of card-based cryptog-
raphy.

2 Preliminaries

In this section, we introduce the definitions of physical cards and a shuffling
action, the “pile-scramble shuffle,” which are necessary to describe our card-
based protocols later; they follow the standard computation model of card-based
protocols [15].

2.1 Cards

Our proposed protocol employs three types of cards: a standard deck of playing
cards, numbered cards, and dummy cards.

A standard deck consists of 54 cards of a combination of 13 numbers and
four suits along with two jokers, as follows:

A♡2♡ 3♡ 4♡ 5♡ 6♡ 7♡ 8♡ 9♡ 10♡ J♡ Q♡
K♡

A♣2♣ 3♣ 4♣ 5♣ 6♣ 7♣ 8♣ 9♣ 10♣ J♣ Q♣
K♣

A♢2♢ 3♢ 4♢ 5♢ 6♢ 7♢ 8♢ 9♢ 10♢ J♢ Q♢
K♢

A♠2♠ 3♠ 4♠ 5♠ 6♠ 7♠ 8♠ 9♠ 10♠ J♠ Q♠
K♠ Jo Jo .



4 K. Shinagawa et al.

Their backs are all identical and written as ? .

The numbered cards have only numbers referred to as 1 2 3 · · · . The
cards having the same number are identical. The dummy cards have no symbol
referred to as . The backs of the numbered cards and the dummy cards are
all identical. We remark that the back of the standard deck and the back of the
numbered cards may be different or the same. For simplicity, we assume that
they are the same and written as ? .

2.2 Pile-Scramble Shuffle

A shuffling action is operated on a sequence of cards, rearranging it randomly.
Our proposed protocol employs the pile-scramble shuffle [10]. This divides a
sequence into multiple piles of cards and rearranges them randomly.

Let ℓ be the number of cards and k be the number of piles (i.e., divisions)
such that k is a divisor of ℓ. An ℓ-card k-pile pile-scramble shuffle is to divide
a sequence of ℓ cards into k piles (each consisting of ℓ/k cards) and rearrange
them completely randomly. There are k! possibilities in total, but this shuffling
is executed such that nobody can trace it. Note that when k = 2, this shuffle is
called a random bisection cut.

For example, a six-card three-pile pile-scramble shuffle rearranges a sequence
of cards as follows:

1

?
2

?
3

?
4

?
5

?
6

? →



1

?
2

?
3

?
4

?
5

?
6

? ,
1

?
2

?
5

?
6

?
3

?
4

? ,
3

?
4

?
5

?
6

?
1

?
2

? ,
3

?
4

?
1

?
2

?
5

?
6

? ,
5

?
6

?
1

?
2

?
3

?
4

? ,
5

?
6

?
3

?
4

?
1

?
2

? .

The resulting sequence is chosen among the six sequences shown on the right
side with a probability of 1/6. This pile-scramble shuffle is denoted as follows by
surrounding each pile with | · |

? ? ? ? ? ? .

This notation is also used when a sequence of cards is represented as a matrix. For
example, the following notation shows a 20-card five-pile pile-scramble shuffle:

? ? ? ? ? ? ? ? ? ?

? ? ? ? ? ? ? ? ? ? .
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3 Old Maid

In this section, we explain the rule of Old Maid, and present a framework for
playing Old Maid with virtual players.

3.1 Rule of Old Maid

First, we explain the rule of Old Maid. It is played with a standard deck of 54
playing cards. In the game, the second joker Jo is not used5 and the number
of required cards is 53. Suppose that there are m players P1, P2, . . . , Pm. Here-
inafter, a pair in a hand means a pair of cards having the same number in the
hand. The game proceeds as follows:

1. Dealing phase: All 53 cards are randomly dealt to the players; each player
receives ⌊53/m⌋ or ⌈53/m⌉ cards.

2. Initial phase: Each player removes all pairs from his/her hands. (If some
player has no cards at this point, he/she wins and is out of the game.)

3. Playing phase: From the first player P1, each player Pi draws one card
from the next player’s hand in turn. If the drawn card makes a pair in the
Pi’s hand, Pi removes the pair. If Pi has no cards at this point, Pi wins and
is out of the game.

4. The player who has the joker at the end loses.

3.2 Playing Old Maid with Virtual Players

In this subsection, we explain how to play Old Maid with virtual players, while
the main protocol called a removal protocol will be introduced in the succeeding
section.

Suppose that there are mr real players and mv virtual players. A typical case
is (mr,mv) = (2, 1): Two real players Alice and Bob want to play Old Maid with
a virtual player Carol because two-player Old Maid is somewhat boring. Another
typical case is mr = 1 and mv ≥ 1: A real player Alice wants to play Old Maid
in solitary. An extreme case is mr = 0 and mv ≥ 2: This is a simulation of Old
Maid with no real players.

Old Maid with virtual players proceeds as follows:

1. Dealing phase: All 53 cards are randomly dealt to the players; each player
receives ⌊53/(mr +mv)⌋ or ⌈53/(mr +mv)⌉ cards.

2. Initial phase: Each real player removes all pairs from his/her hand. For each
virtual player, execute a removal protocol, which removes all pairs from the
virtual player’s hand. (If some player has no cards at this point, he/she wins
and is out of the game.)

5 However, Jo will be used in our removal protocol presented in Section 4.
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3. Playing phase: Each player Pi draws a card from the next player’s hand in
turn. If the drawn card makes a pair in the Pi’s hand, Pi removes the pair.
When Pi is a virtual player, choose a random card from the next player’s
hand using a shuffle and then execute a removal protocol. If Pi has no cards
at this point, Pi wins and is out of the game.

4. The player who has the joker at the end loses.

4 Removal Protocol

In this section, we construct a removal protocol, which is the main protocol for
playing Old Maid with virtual players. In Section 4.1, we present the description
of our protocol. In Sections 4.2 and 4.3, we give the efficiency evaluation and
security proof of our protocol, respectively.

4.1 Protocol Description

Suppose that there are m players: P1 is a virtual player whose hand will be
examined to remove pairs by the protocol and P2, P3, . . . , Pm are real or virtual
players. We call a numbered card i an i-card hereinafter. Our removal protocol
proceeds as follows.

1. Place all players’ hands in a horizontal line as follows:

? ? ? ? ?︸ ︷︷ ︸
P1

? ? ?︸ ︷︷ ︸
P2

? ?︸ ︷︷ ︸
P3

· · · ? ? ? ?︸ ︷︷ ︸
Pm

.

2. Place i-cards on the bottom of the Pi’s cards (1 ≤ i ≤ m) as follows:

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ?

1 1 1 1 1 2 2 2 3 3 · · · m m m m .

3. Place 1-cards on the bottom of the P1’s cards and dummy cards ( ) on
the bottom of the Pi’s cards (2 ≤ i ≤ m) as follows:

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ?

1 1 1 1 1 2 2 2 3 3 · · · m m m m

1 1 1 1 1 · · · .

4. Place three cards Jo next to the rightmost column as follows:

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? Jo

1 1 1 1 1 2 2 2 3 3 · · · m m m m

1 1 1 1 1 · · · .
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5. Turn over all face-up cards as follows:

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ?

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ?

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? .

6. Repeat the following procedure for (α, β, γ, δ) = (♠,♡,♢,♣), (♠,♢,♡,♣),
and (♠,♣,♡,♢).
(a) Apply a pile-scramble shuffle with each column as a pile as follows:

? ? ? ? ? ? ? ? ? ? · · · ?

? ? ? ? ? ? ? ? ? ? · · · ?

? ? ? ? ? ? ? ? ? ? · · · ?


.

(b) Turn over the cards in the first row as follows:

8♢ 6♡ A♠ Jo 2♢ A♡ Jo 4♣ 5♣ 10♠ J♣ 3♢ Q♣ Q♡ · · · 3♠

? ? ? ? ? ? ? ? ? ? ? ? ? ? · · · ?

? ? ? ? ? ? ? ? ? ? ? ? ? ? · · · ? .

(c) Rearrange the columns so that columns with the same numbers are con-
secutive in the order α → β → γ → δ. An example case for (α, β, γ, δ) =
(♠,♡,♢,♣) is given as follows:

A♠A♡A♢A♣ 2♢ 2♣ 3♠ 3♡ 3♢ 3♣ · · · Q♠Q♡Q♢Q♣
K♡K♣ Jo Jo

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ?

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ? .

In this example, each in {A, 3, . . . , Q} has four cards and each in {2, . . . ,K}
has two cards. We call the former a two-pair number and the latter a
one-pair number. For each two-pair number, make two piles with (α, β)
and (γ, δ) as follows:

A♠A♡ A♢A♣ 2♢ 2♣ 3♠ 3♡ 3♢ 3♣ · · · Q♠Q♡ Q♢Q♣
K♡K♣ Jo Jo

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ?

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ? .

(d) Turn over all face-up cards as follows:

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ?

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ?

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ? .
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(e) Apply a pile-scramble shuffle with each pair of columns as a pile as
follows:

? ? ? ? ? ? ? ? ? ? ? ? · · · ? ?

? ? ? ? ? ? ? ? ? ? ? ? · · · ? ?

? ? ? ? ? ? ? ? ? ? ? ? · · · ? ?


.

(f) Apply a random bisection cut for each pair of columns as follows:
? ?

? ?

? ?




? ?

? ?

? ?




? ?

? ?

? ?




? ?

? ?

? ?

 · · ·


? ?

? ?

? ?


.

(g) Turn over the cards in the bottom row. Suppose that there are piles

having 1 1 (i.e., there are pairs in P1’s hand) as follows:

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ?

? ? ? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ?

1 1 1 1 · · · 1 .

Then, open the cards in these piles as follows:

? ? ? ? A♢A♣ ? ? ? ? · · · ? ? ? ? ? ? ? ?

? ? ? ? 1 1 ? ? ? ? · · · ? ? ? ? ? ? ? ?

1 1 1 1 · · · 1 .

Then, the top line of these piles are removed and the other cards (i.e.,
the 1-cards) on these piles are returned to free cards. If there are no piles

having 1 1 , do nothing.

(h) If (α, β, γ, δ) = (♠,♡,♢,♣) or (♠,♢,♡,♣), turn over all face-up cards
as follows:

? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ?

? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ?

? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ? .

Otherwise, return the bottom row of cards to free cards as follows:

? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ?

? ? ? ? ? ? ? ? · · · ? ? ? ? ? ? ? ? .
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7. Apply a pile-scramble shuffle with each column as a pile as follows: ? ? ? ? ? ? ? ? ? ? · · · ?

? ? ? ? ? ? ? ? ? ? · · · ?


.

8. Turn over the cards in the bottom row as follows:

? ? ? ? ? ? ? ? ? ? ? ? ? ? · · · ?

4 6 3 2 m 2 1 5 1 4 1 3 m · · · 2 .

Then, turn over the card above the dummy card as follows:

? ? ? ? ? ? ? ? ? Jo ? ? ? ? · · · ?

4 6 3 2 m 2 1 5 1 4 1 3 m · · · 2 .

Then, the joker and the dummy card are returned to free cards.
9. Rearrange the columns so that columns with the same numbered cards are

next to each other as follows:

? ? ? ? ? ? ? ? · · · ? ? ? ?

1 1 1 2 2 2 3 3 · · · m m m m .

Then, the cards above the i-cards are returned to the Pi’s hand, and the
cards on the bottom line are returned to free cards.

This is our removal protocol.
If the virtual player P1 has pairs with suits (♠,♡) or (♢,♣) at the beginning

of the protocol, these pairs will be removed at Step 6g for the loop (α, β, γ, δ) =
(♠,♡,♢,♣) because 1-cards were added to the bottom of the P1’s cards at
Step 3. Similarly, if P1 has pairs with suits (♠,♢) or (♡,♣) (resp. (♠,♣) or
(♡,♢)) at the beginning of the protocol, these pairs will be removed at Step 6g
for the loop (α, β, γ, δ) = (♠,♢,♡,♣) (resp. (♠,♣,♡,♢)). Therefore, all pairs
in P1’s hand will be removed at the end of the protocol.

4.2 Efficiency

Let ni (1 ≤ i ≤ m) be the number of cards in Pi’s hand. Let n :=
∑m

i=1 ni be
the total number of playing cards. In addition to the standard deck of 54 playing
cards, we require 2n+ 2 helping cards, which consist of the following cards:

1 · · · 1︸ ︷︷ ︸
2n1

2 · · · 2︸ ︷︷ ︸
n2

· · · m · · · m︸ ︷︷ ︸
nm

· · ·︸ ︷︷ ︸
n−n1+2

.

Since n ≤ 53, our removal protocol requires at most 108 helping cards.
For the number of shuffles, we require 3(n+1

2 + 2) + 1 shuffles, which consist

of 3(n+1)
2 random bisection cuts and 7 pile-scramble shuffles.
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4.3 Security

Our protocol follows the computational model of card-based cryptography [15],
in which the security of a card-based protocol is proven based on information
theory. Thus, to prove the security of our protocol, it suffices to show that
revealed cards during execution of the protocol do not leak any information
beyond public information. In our proposed protocol, Steps 6b, 6g, and 8 reveal
cards.

In Step 6b, the cards in the first row, i.e., all players’ hands are revealed. Note
that in Step 6a, a pile-scramble shuffle is applied to the first row, randomizing the
order of the cards. Therefore, Step 6b reveals no additional information because
all the removed cards are public information in a game of Old Maid.

In Step 6g, the cards in the bottom row are revealed. Remember that a
revealed 1-card 1 means that the top card in the same column comes from

P1; a dummy card means that the top card in the same column comes from

a player other than P1. If a pair 1 1 appears, it is removed, and hence, the

number of 1 1 is public information. Since the size of P1’s hand is public, the

number of 1 1 immediately tells us the number of as well as the number

of either 1 or 1 . Because Step 6e applies a pile-scramble shuffle with
each pair of columns, the position of each pair is independent of the players’
hands. Moreover, either 1 or 1 occurs with a probability of exactly
1/2 because of the application of a random bisection cut in Step 6f. Therefore,
revealed cards do not leak any information beyond public information.

Finally, in Step 8, all the cards in the bottom row are revealed. Remember
that an i-card means that the card above it comes from Pi. Because Step 7
applies a pile-scramble shuffle, the positions of each i-card and the dummy are
independent of the players’ hands.

5 Conclusion

In this paper, we showed that Alice and Bob can enjoy playing Old Maid with
a virtual player Carol. Technically, we designed a removal protocol, which is a
card-based protocol for removing any pairs in Carol’s hand without revealing
any information about Carol’s hand.

Although card-based cryptography has sometimes been inspired by the card
game techniques, the reverse direction (i.e., applying card-based cryptography to
card games) had rarely been studied. In this paper, we posed a novel problem of
simulating virtual players in a card game using card-based cryptographic tech-
niques. We name this problem a player simulation problem for card games. We
believe that the player simulation problem for card games is a new research area
of fun with cryptography and it will attract the attention of many researchers
as well as many non-specialists, like physical zero-knowledge proofs.
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