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Abstract. The research area of card-based cryptography, which relies
on a deck of physical cards to perform cryptographic functionalities,
has been growing in recent years, ranging from basic secure computa-
tions, such as secure AND and XOR evaluations, to more complex tasks,
such as Yao’s Millionaires’ problem and zero-knowledge proof. In this pa-
per, we propose a card-based “secure sorting” protocol; although sorting
is probably the most fundamental problem in computer science, secure
sorting has not been addressed in the field of card-based cryptography
yet. Given a sequence of face-down cards representing a collection of
keys with values (to be sorted), our proposed protocol sorts them with-
out leaking any information. As imagined, secure sorting provides many
applications; for instance, we show how to apply our protocol to imple-
menting an auction. Since many algorithms for computational problems
(say, graph algorithms) use sorting as subroutines, we expect that our se-
cure sorting protocol will be useful when constructing card-based secure
computations regarding computational problems.

1 Introduction

A secure computation allows players (holding individual private inputs) to obtain
the output value of a predetermined function while keeping information about
the individual inputs secret. Since Yao [42] proposed a secure computation solv-
ing the Millionaires’ problem in 1982, various secure computation protocols have
been proposed (refer to [3,6] for survey). While such cryptographic protocols are
typically designed to be run on computers, there is another research direction
where protocols should be run on daily physical tools (instead of computers).
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Because such physical cryptographic protocols are executed by human hands,
they have the advantage that players do not need to trust a computer as a black
box and that the correctness and security can be easily understood (cf. [11,14]).

1.1 Card-based Cryptography

Among physical cryptographic protocols, many card-based protocols using a deck
of physical cards, such as ♣ ♣ · · · ♥ ♥ · · · , have been constructed since Den
Boer [5] proposed the first card-based protocol, called the “five-card trick.” Ac-
tually, the research area of card-based cryptography has been growing in recent
years [22,23], ranging from basic secure computations, such as secure AND and
XOR evaluations (e.g., [1,4,16,20,24,25,27,30,41]), to more complex tasks, such
as Yao’s Millionaires’ problem [21,26,29], secure ranking [40], and zero-knowledge
proof (e.g., [2, 8, 35–37]).

1.2 Secure Sorting with Cards

In this study, we consider the fact that secure sorting (e.g., [7,10]) has not been
addressed in card-based cryptography yet although sorting is probably the most
fundamental problem in computer science. Thus, we propose a card-based secure
sorting protocol for the first time. Given a sequence of cards representing a collec-
tion of keys with values (to be sorted), our proposed protocol sorts them without
leaking any information. We describe the problem and goal more concretely, as
follows.

Given a sequence of n pairs

(1, x1), (2, x2), (3, x3), . . . , (n, xn), (1)

we want to sort them by taking the second elements x1, x2, . . . , xn as keys: that
is, we want to obtain a sorted sequence

(σ−1(1), xσ−1(1)), (σ
−1(2), xσ−1(2)), (σ

−1(3), xσ−1(3)), . . . , (σ
−1(n), xσ−1(n)) (2)

such that a permutation σ ∈ Sn satisfies the following:

xσ−1(i) ≥ xσ−1(i+1) for every i ∈ {1, . . . , n− 1}, (3)

where Sn is the symmetric group of degree n.
In addition, we want to hide the individual values x1, x2, . . . , xn themselves

as well as the sorted sequence. As typically done in card-based cryptography, we
use a pair of face-down cards ? ? to commit a one-bit value according to the
following encoding:

♣ ♥ = 0, ♥ ♣ = 1. (4)

Thus, assuming that x1, x2, . . . , xn are m-bit values for some positive integer
m, i.e., x1, x2, . . . , xn ∈ {0, 1}m, each xi is assumed to be committed to 2m
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face-down cards:

? ? ← xi[1]

? ? ← xi[2]
...

...

? ? ← xi[m],

where x[j], 1 ≤ j ≤ m, means the j-th bit of an m-bit value x ∈ {0, 1}m
(throughout the paper). We call this a commitment to xi ∈ {0, 1}m, denoted by

? ?

? ?
...

? ?︸ ︷︷ ︸
xi

.

Since the first elements in the sequence (1) above serve indices, we prepare

numbered cards 1 2 · · · n (whose backs are also ? ) and place them along
with n commitments to x1, x2, . . . , xn ∈ {0, 1}m, as follows:

1 2 . . . n

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?
...

...
...

? ?︸ ︷︷ ︸
x1

? ?︸ ︷︷ ︸
x2

. . . ? ?︸ ︷︷ ︸
xn

.

(5)

This should be the input to a secure sorting protocol.

Given an input arrangement (5), after turning over the n numbered cards (on
the first row), a secure sorting protocol should output the following arrangement
without leaking any information about the input:

?
σ−1(1)

?
σ−1(2)

. . . ?
σ−1(n)

? ? ? ? . . . ? ?
...

...
...

? ?︸ ︷︷ ︸
xσ−1(1)

? ?︸ ︷︷ ︸
xσ−1(2)

. . . ? ?︸ ︷︷ ︸
xσ−1(n)

,

(6)
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such that the permutation σ ∈ Sn satisfies the condition (3) above. Here,

?
i

(appearing on the first row in the arrangement (6)) for i, 1 ≤ i ≤ n, represents

a face-down numbered card whose face is i . Thus, the arrangement (6) serves
a hidden form of the sorted sequence (2).

1.3 Contribution

In this paper, we present a concrete construction of a card-based secure sorting
protocol. In other words, we construct a protocol that performs secure sorting
using a physical deck of cards. Specifically, given an input arrangement as shown
in (5) together with some additional cards, our protocol transforms it into an
output arrangement as shown in (6) via a series of actions such as shuffling and
revealing cards.

Actually, our protocol performs a stable sort, meaning that the resulting
permutation σ satisfies the following property in addition to the condition (3):

for every i ∈ {1, . . . , n− 1}, if xσ−1(i) = xσ−1(i+1), σ
−1(i) < σ−1(i+ 1).

That is, our protocol preserves the original order if two input commitments have
the same value. For example, if the input sequence is (1, 10), (2, 11), (3, 11), (4, 10),
the output will be (2, 11), (3, 11), (1, 10), (4, 10) because the order of (1, 10) and
(4, 10) as well as the order of (2, 11) and (3, 11) should be kept.

Beyond just the purpose of sorting, our protocol has many applications. For
example, consider an auction (sealed bid), and we would like to ensure that the
information on the prices other than the successful bidder’s one is not leaked to
anyone. This can be achieved by our proposed secure sorting protocol (as will
be seen in Section 4.1). In addition, a wide range of functions can be imple-
mented by our protocol, from basic secure computations such as the multi-input
AND computation and majority decision, to the Millionaires’ problem and secret
lottery protocol [39]. That is, our protocol serves a generic protocol in a sense.

1.4 Related work

As mentioned above, in the field of card-based cryptography, basic operations
such as logical computation [1, 5, 9, 13, 17–19, 25] and applied computation pro-
tocols covering a wide range of applications have been proposed. The applied
computation protocols include: a millionaire protocol [21, 26, 29] that reveals
who is richer between two players while keeping their money information secret,
a ranking protocol [40] that outputs only the ranking information while keeping
the money information of multiple players secret, and a card-based covert lot-
tery protocol [39], which determines the first and second moves of a game based
on two players’ secret preferences. In addition, there are applications to zero-
knowledge proofs, which prove the existence of a solution to a puzzle problem
without divulging any information about the solution [31–34,37].
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2 Preliminaries

In this section, we explain a deck of cards and shuffling operations which will be
used in our proposed protocol.

2.1 Deck of Cards

As already seen, we use black cards ♣ ♣ · · · , red cards ♥ ♥ · · · , and num-

bered cards 1 2 · · · n . In addition, our protocol uses white cards · · ·
and marker cards ? ? · · · . We assume that the sizes of all these cards are the

same, and their backs, denoted by ? , are identical. That is, they are indistin-
guishable except for designs on their fronts.

2.2 Pile-scramble Shuffle

A pile-scramble shuffle [12] is a shuffling action that completely randomizes the
order of multiple piles consisting of the same number of cards. For a positive inte-
ger d, applying a pile-scramble shuffle to a sequence of d piles (pile1, pile2, . . . , piled)
results in (pileπ−1(1), pileπ−1(2), . . . , pileπ−1(d)), where π ∈ Sd is a uniformly dis-
tributed random permutation:

1 2 d

? ? . . . ?

? ? . . . ?

? ? . . . ?
...

...
...

? ? . . . ?

→



? ? . . . ?

? ? . . . ?

? ? . . . ?
...

...
...

? ? . . . ?


→

π−1(1) π−1(2) . . . π−1(d)

? ? . . . ?

? ? . . . ?

? ? . . . ?
...

...
...

? ? . . . ? .

Note that no one can know which permutation was applied.
Implementation methods for a pile-scramble shuffle have been discussed in

the literature, e.g., [12, 40]. A typical implementation is to use envelopes; each
pile of cards is fixed by using envelopes, and then players jointly shuffle them by
hands (until the players are all satisfied).

2.3 Pile-shifting Shuffle

Another shuffling action is a pile-shifting shuffle, which cyclically and randomly
shifts the order of piles consisting of the same number of cards [28,38]. For a pos-
itive integer d, by applying a pile-shifting shuffle to d piles (pile1, pile2, . . . , piled),
we obtain (pile1+(r%d), pile1+(1+r%d), . . . , pile1+(d+r%d)), where r ∈ {0, 1, . . . , d−
1} is a random number, and % denotes the remainder.

Similar to the pile-scramble shuffle explained in Section 2.2, a pile-shifting
shuffle can be implemented by using envelopes.



6 R. Haga et al.

2.4 Koch–Walzer Sort Protocol

In 2022, Koch and Walzer [15] proposed the “coupled sorting sub-protocol” that
sorts multiple piles of cards according to the order of given numbered cards.
We note that the distribution of the numbers written on the numbered cards is
known in their protocol; in contrast, our protocol sorts multiple commitments
to multi-bit values whose distribution is unknown; below is the more specific
explanation.

Let us apply their idea to the input arrangement (5); turn over all the num-
bered cards, apply a pile-scramble shuffle to the arrangement, reveal all the
commitments, and sort the whole piles according to the order of the revealed
values:

1 2 n

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?
...

...
...

? ? ? ? . . . ? ?


→

? ? ?

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?
...

...
...

? ? ? ? . . . ? ?

→

? ? ?

♥ ♣ ♥ ♣ . . . ♣ ♥

♣ ♥ ♥ ♣ . . . ♣ ♥
...

...
...

♣ ♥ ♣ ♥ . . . ♥ ♣

→

? ? ?

♥ ♣ ♥ ♣ . . . ♣ ♥

♥ ♣ ♣ ♥ . . . ♣ ♥
...

...
...

♣ ♥ ♣ ♥ . . . ♥ ♣ .

Then, we obtain sorted indices

?
σ−1(1)

?
σ−1(2)

. . . ?
σ−1(n)

,

but the distribution of the key values x1, x2, . . . , xn are leaked. It is non-trivial
to sort the arrangement (5) without leaking any information; we will construct
a protocol to overcome this difficulty.

3 Our Proposed Secure Sorting Protocol

In this section, we construct a card-based secure sorting protocol. In Section 3.1,
we illustrate an overall flow of our protocol. In Section 3.2, by showing a working
example, we present the idea of how to securely sort commitments. In Section 3.3,
we give the complete description of our protocol. In Section 3.4, we prove the
security of our protocol.
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Table 1. Overall flow of our protocol

(a) (b) (c)

1 2 3

1st-bit → ♥ ♣ ♣ ♥ ♥ ♣

2nd-bit → ♥ ♣ ♥ ♣ ♣ ♥

3rd-bit → ♣ ♥ ♥ ♣ ♥ ♣

4th-bit → ♥ ♣ ♣ ♥ ♥ ♣

1 3 2

♥ ♣ ♥ ♣ ♣ ♥

♥ ♣ ♣ ♥ ♥ ♣

♣ ♥ ♥ ♣ ♥ ♣

♥ ♣ ♥ ♣ ♣ ♥

1 2 3

♥ ♣ ♣ ♥ ♥ ♣

♥ ♣ ♥ ♣ ♣ ♥

♣ ♥ ♥ ♣ ♥ ♣

♥ ♣ ♣ ♥ ♥ ♣

(d) (e)

2 3 1

♣ ♥ ♥ ♣ ♥ ♣

♥ ♣ ♣ ♥ ♥ ♣

♥ ♣ ♥ ♣ ♣ ♥

♣ ♥ ♥ ♣ ♥ ♣

3 1 2

♥ ♣ ♥ ♣ ♣ ♥

♣ ♥ ♥ ♣ ♥ ♣

♥ ♣ ♣ ♥ ♥ ♣

♥ ♣ ♥ ♣ ♣ ♥

3.1 Overall Flow

Take the sequence

(1, 1011), (2, 0110), (3, 1101)

as a working example (to be sorted). As mentioned in Section 1.2, we use com-
mitments (consisting of face-down cards) to represent such an input: That is, we
now have

1 2 3

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ?

? ?︸ ︷︷ ︸
1011

? ?︸ ︷︷ ︸
0110

? ?︸ ︷︷ ︸
1101

(7)

as an input arrangement, whose front sides satisfy (a) in Table 1.

In our protocol, we sort the commitments (together with the numbered cards
on the first row) bit by bit in a stable manner. Thus, we first apply a stable sort
based on the first bit, i.e., the least significant bit; then, the resulting sequence
is

(1, 1011), (3, 1101), (2, 0110),
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which corresponds to (b) in Table 1. Next, we apply a stable sort based on the
second bit, resulting in

(1, 1011), (2, 0110), (3, 1101),

which corresponds to (c) in Table 1. In the same manner, we have

(2, 0110), (3, 1101), (1, 1011)

corresponding to (d) and then

(3, 1101), (1, 1011), (2, 0110)

corresponding to (e).

In this way, we sort the input arrangement. In the next subsection, we show
how to transform the arrangement without leaking any information about the
input.

3.2 How to Securely Sort

Assume that we want to perform a stable sort based on the first bits, given
the arrangement (7) above. We here use additional white cards and

numbered cards 1 1 2 2 3 3 .

First, place the three white cards as follows, and turn over the cards on the
first row:

1 2 3

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ?

? ?︸ ︷︷ ︸
1011

? ?︸ ︷︷ ︸
0110

? ?︸ ︷︷ ︸
1101

→

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ? .

Next, after turning over the additional numbered cards 1 1 2 2 3 3 , we
apply a pile-scramble shuffle as follows:

?
1
?
1
?
2
?
2
?
3
?
3

→
[
? ? ? ? ? ?

]
→ ?

r1

?
r1

?
r2

?
r2

?
r3

?
r3

,
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where (r1, r2, r3) is a random rearrangement of (1, 2, 3) generated by the pile-
scramble shuffle. Then, place these six cards above the arrangement, as follows:

?
r1

?
r1

?
r2

?
r2

?
r3

?
r3

? ? ? ? ? ?

1st-bit→ ? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ? .

We say that a column is white if its second cards is ; thus, in this case, the
second, forth, and sixth columns are white.

Remember that we want to perform a stable sort based on the first bits;
however, we cannot open the cards corresponding to the first bits (i.e., the cards
on the third row), of course. Therefore, we apply a pile-scramble shuffle to each
commitment (together with the four cards above it):



? ?

? ?

? ?

? ?

? ?

? ?





? ?

? ?

? ?

? ?

? ?

? ?





? ?

? ?

? ?

? ?

? ?

? ?


.

As known from the encoding rule (4), now, revealing the cards on the third
row does not leak any information (because each bit value was negated with a
probability of exactly 1/2); therefore, reveal those cards:

? ? ? ? ? ?

? ? ? ? ? ?

♥ ♣ ♥ ♣ ♣ ♥

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ? .
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Then, we perform a stable sort according to the revealed values (based on
♥>♣) while keeping the order of cards inside each column unchanged:

? ? ? ? ? ?

? ? ? ? ? ?

♥ ♥ ♥ ♣ ♣ ♣

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ? .

Next, using the existing technique [40] (as the details will be explained in
Step 5 of our protocol presented in Sect. 3.3), we take out all the white columns:

? ? ? ? ? ?

? ? ?

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ? .

Finally, reveal all the cards on the first row, and move each white column so
that the commitment is restored. Note that the cards in the first row are shuffled
so that no information is leaked when they are turned over:

3 3 1 1 2 2

? ? ?

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ?

? ? ? ? ? ? .

3.3 Description of Our Protocol

In this subsection, we give the complete description of our secure sorting proto-
col.

Given an arrangement as shown in Eq. (5) along with additional n white

cards · · · and 2n numbered cards 1 1 2 2 · · · n n , our protocol
proceeds as follows.
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1. To the input arrangement, add the n white cards as below, and turn over all
the cards on the first row:

1 2 . . . n

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?
...

...
...

? ?︸ ︷︷ ︸
x1

? ?︸ ︷︷ ︸
x2

. . . ? ?︸ ︷︷ ︸
xn

→

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?
...

...
...

? ? ? ? . . . ? ? .

(8)

Set j := 1.
2. Turn over the additional 2n numbered cards 1 1 2 2 . . . n n , and ap-

ply a pile-scramble shuffle as follows:

?
1
?
1

?
2
?
2

· · · ?
n
?
n

→
[
? ?

∣∣∣∣ ? ?

∣∣∣∣ · · · ∣∣∣∣ ? ?

]
→

?
r1

?
r1

?
r2

?
r2

· · · ?
rn

?
rn

,

where (r1, r2, . . . , rn) is a random rearrangement of (1, 2, . . . , n) generated by
the pile-scramble shuffle. Then, place these 2n cards above the arrangement
(8), as follows:

?
r1

?
r1

?
r2

?
r2

. . . ?
rn

?
rn

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?
...

...
...

? ? ? ? . . . ? ? .

3. Apply a pile-scramble shuffle to the (2i− 1)-th and 2i-th columns for every
i, 1 ≤ i ≤ n:

? ?

? ?

? ?
...

...

? ?





? ?

? ?

? ?
...

...

? ?


. . .



? ?

? ?

? ?
...

...

? ?


→

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?

? ? ? ? . . . ? ?
...

...
...

? ? ? ? . . . ? ? .
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4. Reveal the cards corresponding to the j-th bits and perform a stable sort as
follows:

? ? · · · ? ?

? ? · · · ? ?
...

...
...

...

j-th bit ♥ ♣ · · · ♣ ♥
...

...
...

...

? ? · · · ? ?

→

? · · · ? ? · · · ?

? · · · ? ? · · · ?
...

...
...

...

♥ · · · ♥ ♣ · · · ♣
...

...
...

...

? · · · ? ? · · · ? .

5. Take out all the white columns, as follows:

(a) Turn all the face-up cards face down, and place to the left a new column
consisting of marker cards, as follows:

? ? · · · ? ? · · · ?
? ? · · · ? ? · · · ?
? ? · · · ? ? · · · ?
...

...
...

...
...

? ? · · · ? ? · · · ? .

(b) Turn all the face-up cards face-down, and apply a pile-shifting shuffle
to the whole columns. Then, turn over the card on the second row of
the first column; if it is a white card , then the column is white and
hence, remove it. If the total number of removed white columns reaches
n, proceed to the next step. Otherwise, return to the beginning of this
step.

6. Reveal all the cards on the first row; then, ignore the marker column. Restore
each commitment by placing the white columns at the appropriate positions:

2 4 · · · 3 3 5 · · · 1

? ? · · · ? ? ? · · · ?

? ? · · · ? ? ? · · · ?
...

...
...

...
...

...

? ? · · · ? ? ? · · · ?

→

2 2 4 4 · · · 3 3

? ? ? ? · · · ? ?

? ? ? ? · · · ? ?
...

...
...

...
...

...

? ? ? ? · · · ? ? .

7. Remove the cards in the first row.

8. Set j := j + 1. If j < m, return to Step 2.
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3.4 Security

Information about inputs and outputs is generally leaked when revealing cards
in card-based protocols; thus, we focus on Steps 4, 5, and 6 of our protocol.
In Step 4, we reveal the n bit-values on the j-th bit. Since each bit-value is
randomized by the shuffle in Step 3, no information about the values is leaked.
In Step 5(b), because a pile-shifting shuffle is applied before the second card is
revealed, the revealed card does not leak information. Similarly, in Step 6, no in-
formation leaks. In conclusion, the proposed protocol is information-theoretically
secure.

3.5 Optimization

Because Steps 5(b) has a repetition, our protocol is a Las-Vegas protocol. We
note that our protocol can be converted to a finite-runtime protocol by applying
the existing technique used in the secure ranking protocols [40].

Remember that in Step 5(b), we extract the n white columns from the 2n+1
ones. The above-mentioned technique enables us to achieve the same task in
finite runtime using two pile-scramble shuffles, n pile-shifting shuffles, and n2

additional cards.

4 Applications of Card-based Secure Sorting

In this section, we show how to apply our secure sorting protocol proposed in
Section 3 to achieving an auction and secure computation of threshold functions.
Recall that the proposed protocol outputs an arrangement shown in Eq. (6).

4.1 Auction

Let auction be the functionality of auction. Since auction only needs to output
the maximum bid price and its bidder, it can be written as follows using a
permutation σ corresponding to a stable sort:

auction(x1, . . . , xn) = (xσ−1(1), σ
−1(1)).

That is, auction can be realized by revealing the first commitment and its num-
bered card after executing our secure sorting protocol; the former indicates the
price and the latter indicates the winner. In the case where there is a player who
bids the same price as the winning bid price, the player can confirm by turning
the second price and the numbered card. Therefore, ties can also be detected.
Alternatively, using the existing XOR and OR protocols (e.g., [25]), the players
can determine whether the second commitment has the same value as the first
one without revealing its value.
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4.2 Secure Threshold Function Evaluation

We define a threshold function thrtn that outputs 1 if and only if the sum of n
bits x1, . . . , xn ∈ {0, 1} is greater than or equal to t ∈ {1, . . . , n}:

thrtn(x1, . . . , xn) :=

{
1 if

∑n
i=1 xi ≥ t,

0 otherwise.

Using the permutation σ corresponding to a stable sort, we have the following:

thrtn(x1, . . . , xn) = xσ−1(t).

Therefore, thrtn can be realized by turning over the t-th commitment after exe-
cuting the proposed protocol with m = 1.

5 Conclusion

In this paper, we proposed a card-based secure sorting protocol. The protocol
itself is useful as well as it can provide various applications. The protocol is based
on the representation of each player’s value as a binary string, and sorts the
values bit by bit from the least significant bit. As examples of the application of
our protocol, we showed how to implement an auction and secure computations
of threshold functions. This protocol can also be applied to a computation similar
to a ranking computation [40] and to a covert lottery protocol [39] (although we
omit the details).
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