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Abstract. BINGO is a classic game where players compete to complete
a line on a 5 x 5 grid card. Since it typically requires a specialized bingo
machine, spontaneous BINGO play is challenging. To overcome this, we
introduce Suken BINGO, a new board game that allows players to declare
integers verbally, similar to the Japanese hand game Suken, eliminating
the need for a bingo machine. Furthermore, we propose Secret Suken
BINGO by combining Suken BINGO with card-based cryptography. In
this secure variant, players conceal the integers on their BINGO cards
throughout the game, which enhances the enjoyment of psychological
maneuvering and strategic depth. We then detail the implementation
and discuss the security and efficiency of the proposed protocol.
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1 Introduction

BINGO is a classic game played by two or more players using BINGO cards
and a dedicated bingo machine. A standard BINGO card features a 5 X 5 grid,
excluding the center square, which is often pre-marked as ‘open.” The 24 unique
integers written on the card are randomly chosen from the range 1 to 75, typically
following the established column rules: 1-15 for the leftmost column, 16-30 for
the second, and so on.

During the game, the bingo machine draws integers from 1 to 75 in a random
order. Players mark the drawn numbers on their cards if applicable, and the
first player to complete a line (row, column, or diagonal) declares ‘BINGO’ and
wins. However, this traditional game has a significant practical limitation: the
mandatory requirement of a specialized bingo machine makes spontaneous or
impromptu play difficult.
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To find a solution that enables spontaneous play easily, we drew inspiration
from Suken, a traditional Japanese hand game. In Suken, two players simulta-
neously extend random numbers of fingers in their right hands and declare an
integer from 0 to 10 verbally. Each player (or a designated judge) then counts
the extended fingers of the two players. The player who correctly guesses the
sum is the winner. This mechanism demonstrates that a random drawing can
be replaced by players’ verbal declarations, leading to a game that is highly
spontaneous and requires no equipment such as the bingo machine.

This paper introduces two kinds of new psychological games: Suken BINGO
by combining BINGO with Suken, and Secret Suken BING O by combining Suken
BINGO with card-based cryptography.

1.1 Ouwur Contribution
The contributions of this paper are as follows.

— We first propose Suken BINGO (Section 3.2), a novel board game designed
to address the spontaneity issue of traditional BINGO. By integrating the
concept of players’ declarations from Suken into BINGO’s integer drawing,
Suken BINGO eliminates the need for a dedicated bingo machine and can
be played anywhere with just BINGO cards.

— Furthermore, we propose Secret Suken BINGO, a secure and strategic variant
that integrates Suken BINGO with card-based cryptography. In this new
variant, the integers on players’ BINGO cards are kept secret throughout the
game using cryptographic commitments. This concealment transforms the
game from a matter of pure luck into a deep strategic challenge, significantly
enhancing the enjoyment of psychological maneuvering.

— We also propose another variant of Secret Suken BINGO, Secret binary Suken
BINGO, to improve the efficiency. We then discuss the security and efficiency
of the proposed methods.

The remainder of this paper is organized as follows. Section 1.2 provides
an overview of existing research on games applying card-based cryptography.
Section 2 introduces the preliminary notations from card-based cryptography
required for our proposed games. Section 3 details the rules of Suken BINGO
and Secret Suken BINGO. Section 4 then analyzes the security, efficiency, and
player experience. Finally, Section 5 concludes this paper.

1.2 Related Works

This section reviews the related works that exemplify the application of card-
based cryptography to board games.

Examples in card games include a protocol for creating virtual players in
UNO [11], a secret group assignment protocol applicable to Werewolf [1], and a
virtual player protocol for the game of Old Maid [13]. In addition, a new game,
Gakmoro [7], was created by making use of card-based cryptography.
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Furthermore, card-based cryptography has also been applied to games other
than card games, such as a protocol that can uniformly and randomly generate
problems for the 15-puzzle and Rubik’s Cube [12], a protocol that determines
the first and second players in shogi or chess based on player preferences [15], a
method for enhancing the Hit and Blow game [3], and a method for obtaining
new variants of Tagiron [5].

2 Preliminaries

This section provides preparatory explanations of the cards and card operations
utilized in this paper, as well as the concept of Secret Suken BINGO.

2.1 Physical Cards

In this paper, two types of physical cards are used:

Integer Cards: Each card has an integer from 1 to n written on its face, such
as ..+ [n]. The reverse side of every card has the same pattern [?].

Colored Cards: Each card has a & or © symbol on its face, and the back of
every card has the same pattern [?].
We use the notation

(2

to denote a face-down integer card whose face is | i | for an integer i, 1 < i < n.

2.2 Commitments

This section describes integer representations using cards: integer commitments,
multi-digit integer commitments, and binary integer commitments [6].

Integer Commitment: An integer i € {0,1,2,--- ,k — 1} is represented using
k — 1 || cards and one [9] card. Table 1 summarizes the integer commitments to
integers from 0 to 9. The face-down card sequence is called an integer commit-
ment. The integer commitment is denoted by [2]?]---[?] or , and is written
as Fy(i).

Multi-Digit Integer Commitment: A multi-digit integer commitment is a repre-
sentation of an integer k as an n-digit decimal number (n > log;, k), where each
digit is encoded using an integer commitment above:

n-th digit 2nd digit 1st digit

By using multi-digit integer commitments, an integer k can be represented
using 10n cards, resulting in a card complexity of O(logq k).
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Table 1. Correspondence between Integers and Integer Commitments

integer integer commitment

0 [D]do[do|do| o o | do| oo
L (B[O o] ol | oo | o
2 (o[ O o | o] o] | o[ e | o
3 e[| D o] o] o o[ | e
4 || el | Vo | o ol |
5 (o] do[do|de| || ol o] oo
6 (o] oo|do|dho| oot | o[ | o
T o[l o o[ o [ | o
8 o] do[ ||| ol k| V|
9 o[ o[ o[ |ofo oo o[ o ||

In Secret Suken BINGO, bundles of cards (i.e., multi-digit integer commit-
ments) are used to conceal (i) integers from 0 to 74 placed on the BINGO card
grid and (ii) the sum of the numbers declared by the players, which is in the
range of 0 to 79.

In Secret Suken BINGO, the maximum integer is 79, requiring n = 2 decimal
digits. Since the integer commitment to the first digit (0 to 7) requires eight
cards, a total of 18 cards is sufficient to represent an integer from 0 to 79.

Binary Integer Commitment: We call the encoding scheme that represents bit 0
as a sequence of cards with flipped and bit 1 as a sequence with flipped
a binary commitment. Furthermore, we define a binary integer commitment as
the method that represents an integer k as an n-bit binary number (n > log, k)
using the binary commitments as

a2l .. Tele] (1]

Later, we propose a variant of Secret Suken BINGO, named Secret Binary
Suken BINGO, that reduces the number of cards by utilizing the binary integer
commitments.

2.3 Basic Operations

Next, we explain the card operations which are used in Secret Suken BINGO.

Pile-Scramble Shuffle: A pile-scramble shuffle [4] is an operation that shuffles
several piles of cards of the same size (e.g., by securing them with rubber bands).

As an example, suppose that we have two lines of n face-down cards as
follows:

1 2 n
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where the numbers above the cards represent indices for convenience.
Considering each card and its underlying card as a pile, we apply a pile-
scramble shuffle to the n piles, then the transition is as follows:

3 r~H 1) rH(2) r~t(n)
P (4

where r € S, is a uniformly distributed random permutation generated by the
pile-scramble shuffle, and S,, denotes the symmetric group of degree n.

L —
-~
o~ [~

Pile-Shifting Shuffle: A Pile-shifting shuffle [9,14] is an operation that cyclically
shifts piles of the same size uniformly at random.

As an example, consider two commitments consisting of k cards each, ar-
ranged face-down as follows:

0 1 k=1
0 1 k-1

where the numbers on the cards are used as convenient indices indicating their
positions.

Considering the top and bottom cards as a single pile and applying a pile-
shifting shuffle, then the transition is as follows:

01 k—1 —r mod k 1—r mod k k—1—r mod k
HEGAN
01 k—1 —r mod k 1—r mod k k—1—r mod k

where r is a uniformly random integer generated by the pile-shifting shuffle.

Addition of Commitments: FEach of Secret Suken BINGO and Secret Binary
Suken BINGO requires an addition protocol for multi-digit integer commitments
and binary integer commitments, respectively. The idea to construct such ad-
dition protocols is similar to an addition of integers: for each digit or bit, we
compute a sum of integer commitments or binary commitments with a carry.

Due to the space limit, we omit the detail here and give a protocol in Appen-
dices A.1 and A.2.

Equality Check of Commitments: Each of Secret Suken BINGO and Secret
Binary Suken BINGO requires an equality check protocol for multi-digit inte-
ger commitments and binary integer commitments, respectively. The idea to
construct such equality check protocols is similar to an equality check of integer
commitments. Due to the space limit, we omit the detail here and give a protocol
in Appendix B.
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3 Suken BINGO and Variants

In this section, we first explain our idea to construct Suken BINGO and Secret
Suken BINGO. Then, we propose Suken BINGO, Secret Suken BINGO, and
Secret Binary Suken BINGO.

3.1 Our Idea

Conventional BINGO cards typically feature integers from 1 to 75. In contrast,
Suken BINGO and its variants described in this section utilize cards with in-
tegers ranging from 0 to 74, excluding one number?. In this configuration, the
integers on the BINGO cards are constrained to the ranges 0-14, 15-29, 30-44,
45-59, and 60-74 for the leftmost column and subsequent columns, respectively.
Furthermore, we define D as a set of numbers declared by a player (called a
saboteur, later); in this paper, we assume that D = {0, 1,2, 3,4}.

Suken BINGO: Suken BINGO involves two distinct players: a progressor (P;)
and a saboteur (P;). The progressor is a player who is trying to mark an integer
on his own BINGO card by declaring an integer d; € {0,1,---,74}. The sabo-
teur is a player who obstructs the progressor from marking an integer on the
progressor’s BINGO card. For simplicity, this paper assumes only one saboteur,
though we can assume two or more saboteurs. The saboteur declares an integer
d; from D.

Subsequently, each player marks the square on their card that contains the
sum d; + dj(mod 75). This process is repeated by alternating the roles of the
progressor and the saboteur. As in traditional BINGO, players compete to be
the first to complete a line (row, column, or diagonal) on their card.

Secret Suken BINGO: Secret Suken BINGO is constructed by placing multi-
digit integer commitments corresponding to integers from 0 to 74 in each square
of the Suken BINGO card. In this variant, the progressor and the saboteur
declare integers by placing the corresponding multi-digit integer commitments
on the table. The progressor or saboteur runs an addition protocol to sum up
the commitments and, with an equality check protocol, checks whether the sum
is equal to each of the commitments placed in their BINGO card.

Since the declared integers are concealed throughout the game using these
commitments, Secret Suken BINGO significantly enhances the psychological ma-
neuvering compared to Suken BINGO by preventing players from knowing the
integers on their opponents’ cards.

Secret Binary Suken BINGQO: This variant utilizes BINGO cards where each
square contains a binary integer commitment. For efficiency, the maximum inte-
ger value assigned to a square is set to 2" — 1 for some integer n. The candidate

3 We can use standard BINGO cards numbered 1 to 75 by defining the value to be
marked as the sum of the players’ declared integers modulo 75, plus one.
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maximum values are 15 = 2* — 1,31 = 2% — 1, and 127 = 27 — 1. However, 15
and 31 are considered too small, which could lead to a premature game end and
diminish enjoyment. Conversely, a maximum value of 127 is deemed too large,
making BINGO difficult to achieve. Therefore, we assume a maximum card value
of 63 (i.e., n = 6). A key difference is that while conventional BINGO and Secret
Suken BINGO utilize a 5 x 5 grid card, Secret Binary Suken BINGO requires a
smaller grid card.

When integers from 0 to 63 are placed on a 5 x 5 grid card, the probability
of a square being marked, assuming random placement and declaration, is %.
This probability is higher than that of conventional BINGO or Secret Suken
BINGO (~ 1), potentially diminishing the player’s enjoyment. This is because, in
Secret Suken BINGO and Secret Binary Suken BINGO, the progressor declares
integers to target holes on their own card, whereas the saboteur declares small
integers to prevent this. Consequently, the declarations are not random for the
progressor, unlike standard BINGO. Conversely, saboteurs may unintentionally
mark squares on their own card. Thus, to maintain players’ enjoyments, the size
of BINGO card is reduced to a 4 x 4 grid.

Specifically, Secret Binary Suken BINGO utilizes a 4 x 4 matrix of binary
integer commitments ranging from 0 to 63. Hereinafter, we call this matrix a
4 x 4 grid card or BINGO card simply. Under the assumption of random place-
ment and declaration, the probability of a hole appearing is i. Although this
probability is lower than that of conventional BINGO or Secret Suken BINGO,
it is deemed acceptable as it preserves the satisfaction of marking a square.

In Secret Binary Suken BINGO, the progressor and the saboteur compute
the remainder of the sum of their declared integers modulo 64. This remainder
is computed efficiently through the bitwise addition of the two binary integer

commitments by ignoring the carry to the 7th bit.

3.2 Suken BINGO

This section proposes Suken BINGO. As explained in Section 3.1, players use
standard BINGO cards in Suken BINGO. The procedure is as follows.

1. Distribute one 5 x 5 grid card to each of players P, and P.
2. Assign initial roles. Assume that the progressor is P; and the saboteur is Ps.
3. Repeat the following steps until either player declares ‘BINGO’.

(a) The progressor and saboteur simultaneously declare integers d; € {0, 1,
-+, 74} and dp € D.

(b) Calculate d = dy + ds mod 75 and mark a square that match d on their
BINGO cards.

(c) If the mark is fourth one in a line (row, column, or diagonal), declare
‘Reach.’

(d) Else if the mark is fifth one in a line (row, column, or diagonal), declare
‘BINGO?’. If only one player declares ‘BINGO,’ she wins. If both players
declare ‘BINGO’ simultaneously, the game ends in a draw.

(e) Otherwise, switch the roles and go to the next iteration.
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3.3 Secret Suken BINGO

Secret Suken BINGO is a variant of Suken BINGO that enhances the enjoyment
of psychological maneuvering and strategic depth.

In Secret Suken BINGO, players arrange multi-digit integer commitments
from 0 to 74 in each square of the Suken BINGO card. During the game, the
progressor and saboteur place multi-digit integer commitments, instead of declar-
ing integers as in Suken BINGO. Then, the progressor and saboteur add them
by using the addition protocol and check whether their BINGO cards contain
the same commitment as the sum by using the equality check protocol.

Note that, allowing players to freely arrange multi-digit integer commitments
on their BINGO cards would degrade the enjoyment of the game. Suppose that
a player arranges four multi-digit commitments corresponding to integers 10
through 14 in the first column. If the player (as a progressor) places a com-
mitment corresponding to 10, the progressor can mark a square on own BINGO
card, regardless of which commitment to integers 0 through 4 the saboteur places.
Therefore, Secret Suken BINGO requires a step to randomly arrange multi-digit
integer commitments on BINGO cards.

The procedure of Secret Suken BINGO is as follows.

1. Let players P, and P, each create their own 5 x 5 grid cards (BINGO cards)
as follows. In this step, each player creates their own BINGO card where
integers (represented by multi-digit integer commitments) of squares on the
card are known only by the card holder (that is, each player has no infor-
mation about the integers of squares on the opponent’s card).

(a) Player P; arranges seventy-five multi-digit integer commitments corre-
sponding to the integers from 0 to 74 in a single line. Apply a pile-
scramble shuffle. Place the leftmost twenty-five multi-digit integer com-
mitments in a 5 X 5 matrix. At this point, P, privately looks at the
commitments to check the integers on P;’s BINGO card grid without
showing them to P». Arrange eighteen times fifty cards of the remain-
ing fifty multi-digit integer commitments in a line. Then, apply a pile-
scramble shuffle to the card sequence and turn them over to be face-up.
These free cards are used in the next step.

(b) Player P, adds fifty [©] cards and sixteen times twenty-five || cards to
the free cards obtained in Step 1(a). Then, P, prepares Py’s BINGO card
in the same manner as Step 1(a).

(c) Player P; places a face-up [#] next to each multi-digit integer commitment
arranged on the 5 x 5 grid card which indicates that the square is not
marked.

2. Let P; be the progressor and P, be the saboteur.
3. Repeat the following steps until either player declares ‘BINGO.’
(a) The progressor and saboteur select an integer dy from 0 ~ 74 and an
integer dy from 0 ~ 4, respectively. Place the corresponding multi-digit
integer commitments on the table.
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(b) Apply the addition protocol in Appendix A.l to obtain a multi-digit
integer commitment corresponding to d = dy +dy € {0,1,2,--- ,79}.
Then, using the protocol described in Appendix C, compute a multi-
digit integer commitment to d mod 75.

(¢) Each of P; and P; applies the equality check protocol to check whether a
multi-digit integer commitment in a square with an indicator [ is equal
to the multi-digit integer commitment to d mod 75 as follows:

i. P; (i = 1,2) checks the equality of the multi-digit integer com-
mitments using the equality check protocol described in Appendix
B. Note that, due to the properties of the protocol, the original
two multi-digit integer commitments are recovered after the equality
check and are used in the subsequent steps.

ii. If the two multi-digit integer commitments are identical, replace [db|
in that square with [9] which indicates that the square is marked.
Otherwise, place the recovered multi-digit integer commitment back
to the square next to the indicator [#]. Then, return to the previous
step and check the equality of a multi-digit integer commitment on
the next square with the multi-digit integer commitment to d mod
75.

(d) If the equality check in Step 3(c)(i) leads a new line (row, column, or
diagonal) where four indicators out of five squares are [7], the card holder
declares ‘Reach.’

(e) If the equality check in Step 3(c)(i) leads a new line (row, column, or
diagonal) where every indicator in the five square is [7], the card holder
declares ‘BINGO.’ If only one player declares ‘BINGO,’ that player wins.
If both players declare ‘BINGQO’ simultaneously, end the game in a draw.

(f) Otherwise, switch the roles and go to the next iteration.

3.4 Secret Binary Suken BINGO

In this section, we propose a variant of Secret Suken BINGO, named a Secret
Binary Suken BINGO, that reduces the number of colored cards from Secret
Suken BINGO. As explained in Section 3.1, this is achieved by arranging binary
integer commitments on the players’ BINGO cards instead of multi-digit integer
commitments.

The procedure of Secret Binary Suken BINGO is as follows.

1. Let players P; and P, each create their own BINGO cards, so that each
player knows the integers corresponding to the squares on own BINGO card
and cannot know the integers corresponding to the squares on the opponent’s
BINGO card, as follows.

(a) Player P; arranges sixty-four binary integer commitments corresponding
to the integers from 0 to 63 in a single line. Apply a pile-scramble shuffle.
Place the leftmost sixteen binary integer commitments in a 4 X 4 ma-
trix. At this point, P, privately looks at the commitments to check the
integers on P/s BINGO card grid without showing them to P,. Arrange
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twelve times forty-eight cards of the remaining forty-eight binary integer

commitments in a line. Then, apply a pile-scramble shuffle to the card

sequence and turn them over to be face-up. These free cards are used in
the next step.

(b) Player P, adds six times sixteen [#] and six times sixteen [] cards to the
free cards obtained in Step 1(a). Then, P5 prepares P»’s BINGO card in
the same manner as Step 1(a).

(c) Player P; places a face-up [®] next to each binary integer commitment
arranged on the 4 x 4 grid card which indicates that the square is not
marked.

2. Let P; be the progressor and P, be the saboteur.
3. Repeat the following steps until either player declares ‘BINGO.’

(a) The progressor and saboteur select an integer d; from 0 ~ 63 and an in-
teger ds from 0 ~ 4, respectively. Place the corresponding binary integer
commitments on the table.

(b) Apply the addition protocol in Appendix A.2 with ignoring carry to
the 7th bit, which brings a binary integer commitment corresponding to
d = (dy + dy mod 64) € {0,1,2,---,63}.

(c) Each of P, and P» applies the equality check protocol to check whether
a binary integer commitment in its own square with an indicator [ is
equal to the binary integer commitment as follows:

i. P; (i = 1,2) checks the equality of the binary integer commitments
using the equality check protocol described in Appendix B. Note
that, due to the properties of the protocol, the original two binary
integer commitments are recovered after the equality check and are
used in the subsequent steps.

ii. If the two binary integer commitments are identical, replace [ in
that square with [9] which indicates that the square is marked. Oth-
erwise, place the recovered binary integer commitment back to the
square next to the indicator [#]. Then, return to the previous step
and check the equality of a binary integer commitment on the next
square with the binary integer commitment.

(d) If the equality check in Step 3(c)(i) leads a new line (row, column, or
diagonal) where three indicators out of four squares are [9], the card
holder declares ‘Reach.’

(e) If the equality check in Step 3(c)(i) leads a new line (row, column, or
diagonal) where every indicator in the four square is [9], the card holder
declares ‘BINGO.’ If only one player declares ‘BINGO,’ that player wins.
If both players declare ‘BINGQO’ simultaneously, end the game in a draw.

(f) Otherwise, switch the roles and go to the next iteration.

4 Discussion

Let us discuss the security and efficiency of Secret Suken BINGO and Secret
Binary Suken BINGO. The discussion on the security and efficiency of Secret
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Suken BINGO is similar to that on Secret Binary Suken BINGO. Therefore, in
this section, we only discuss the security and efficiency of Secret Binary Suken
BINGO and compare it with Secret Suken BINGO.

4.1 Security

This section discusses the security of Secret Binary Suken BINGO for integrity
and confidentiality. The integrity means that, if players follow the rule of game,
the winner of the game is correctly determined. On the other hand, the confi-
dentiality means that information on the squares other than those with holes
during game execution* does not leak.

Integrity: In Secret Binary Suken BINGO, the card arrangement in Step 1(a)
ensures that each square contains a binary integer commitment corresponding
to a distinct integer (that is, it is impossible to place identical binary integer
commitments in multiple squares). With BINGO cards arranged in this manner,
card-based cryptographic protocols, such as addition and equality check proto-
cols, force players to execute the game correctly. Furthermore, by making status
of each square visible, the winner of a game can be correctly determined.

Confidentiality: In Secret Binary Suken BINGO, the addition of declared inte-
gers and the equality check are executed using card-based cryptographic proto-
cols. The security of these protocols guarantees the confidentiality of the integers
for the unmarked squares of the BINGO card.

4.2 Efficiency

We then discuss the efficiency of Secret Binary Suken BINGO.

The number of cards required in Secret Binary Suken BINGO is 12 x 64 +
12 x 16 cards® in Step 1. Therefore, when the number of players is two, 960 cards
are required.

The number of shuffles required in Secret Binary Suken BINGO is 2x (num-
ber of players) in Step 1, 36 in Step 3(b), and 13x (number of squares to check)
X (number of players) in Step 3(c)(i). Step 3 is repeated until the game ends,
and since the number of squares to check is at most 16, the total number of
shuffles is at most 4 + 452x (number of iterations).

4.3 Comparison with Secret Suken BINGO
Table 2 compares Secret Binary Suken BINGO and Secret Suken BINGO.

4 In Secret Binary Suken BINGO, if a square of a saboteur’s BINGO card is marked,
the progressor can know that the integer corresponding to that square is close to
the integer declared by the progressor (i.e., within the range of the declared number
plus 4).

5 For the equality check of the two binary integer commitments in Step 3, the colored
cards discarded in Step 1(a) can be reused instead of number cards.
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Table 2. Comparison of Secret Suken BINGO and Secret Binary Suken BINGO

| game H grid [integers[ commitments [cards[ shuffles ‘

Secret Suken BINGO 5x 5| 0-74 |multi-digit integer| 1800 |4 + 264¢
Secret Binary Suken BINGO||4 x 4| 0-63 binary integer | 960 |4 + 452¢

In Table 2, “grid” indicates the size of the BINGO card, “integers” indicates
the range of integers placed on the BINGO card, and “commitments” indicates
the representation of integers on the BINGO card. In the last two columns,
“cards” indicates the number of cards required in each game executed by two
players, and “shuffles” indicates the number of shuffles performed during the
game. Here, ¢ and ¢’ represent the number of iterations in the integer declaration
in Secret Suken BINGO and Secret Binary Suken BINGO, respectively.

Although comparison is difficult due to the differences in BINGO card size
and integer ranges, Secret Binary Suken BINGO can reduce both the number of
cards and shuffles compared to Secret Suken BINGO.

5 Conclusion

In this paper, we proposed Suken BINGO and its variants, Secret Suken BINGO
and Secret Binary Suken BINGO. Among them, Secret Suken BINGO and Se-
cret Binary Suken BINGO are based on card-based cryptography which enhance
the enjoyment of psychological maneuvering and strategic depth. We presented
the procedures of these games and discussed their security and efficiency. Con-
structing efficient protocols such as equality check in batch is one of our future
works.
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A Details of Addition Protocols

In this section, let us give details of addition protocols for multi-digit integer
commitments and binary integer commitments.

A.1 Addition Protocol for Multi-Digit Integer Commitments

Recently, Igari et al. [2] proposed an addition protocol for multi-digit inte-

ger commitments. From two multi-digit integer commitments {F1q (dgx))} and

{Elo(d(-y))} their protocol computes a multi-digit integer commitment to the

sum, {E1o(d (I—M))}7 as follows.

1.

Repeat the following steps for 7 =0,1,2,--- , s — 1, where we assume s-digit
integer commitments as input.

(a)

(d)

Put ten [ cards to the right of each of (j 4 1)-th piles Elo(dg-w)) and

Elo(d(y)) The resulting piles are Ego(d( )) and Ego(d( ). When j > 0,
put eighteen || cards right to the sequence of cards Fs (¢j—1), obtained
in the (j — 1)-th iteration as a commitment to a carry ¢;—1 € {0,1}, to
generate Eag(cj—1).

Compute the sum of commitments® Eag (d(x)) Es (d(y)) and Eao(cj—1),
obtained in Step 1(a). Then, place the leftmost and rlghtmost ten cards of
the result in the first and second rows, respectively. After that, rearrange
cards in each row in the reverse order:

S o B, -

10 11

BB GG ER A

Place [V] and [ to the right of the two rows as a new column. Then, turn
over these face-up cards:

9 8 1 0
[2)lz] - ﬂﬂ@ llmﬂﬂﬂ.

11 10

19 18
2 DEE ) D

Apply a pile-scramble shuffle:

T

9 8

HEE HHH [2)[7] -
19 18 11 10

[2)[7]--- [2][7][7]
(]

¢
[~
[~
[~
[~
[~

8 For j = 0, the addition of Eag(c;—1) is skipped.
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(e) Put E19(0) as the third row and turn it over:

2]
- ?.

- [2][2][2]
[2][2][2]

(f) Apply a pile-shifting shuffle to the left ten columns:

7]
?
5

~[= ||

~|[-~]~]

~[~ =]
1

(g) Turn over the leftmost ten cards in the first and second rows. Note

that one of the face-up cards is [¥] and the others are [®]’s. Then, shift
the left ten columns cyclically so that [9] is in the 10-th column. As a
result, the face-down cards in the third row become a (j + 1)-th digit of
commitment to x + y. Therefore, output the commitment in the third
row as the (j + 1)-th pile of the result.
Moreover, among the first and second rows, rearrange the rightmost card
of the row including face-up [¥] and the rightmost card of the other row
into a two-card sequence from left to right. Then, forward the sequence
as a carry, Ea(cj), to the addition of (j 4+ 1)-th digit. In the following
example, the rightmost card in the second row and the rightmost card
in the first row are the first and second cards from the left of Es(c;),
respectively:

HH

(][] - (][] (][] (][]
S| [T R][2] — W] (B[
HEENEE [2)z]- - [2][2]

The face-up cards can be reused in the following steps.

2. Put eight []’s to the right of Es(cs_1), which is obtained as the (s — 1)-th
carry. Then, output it as the (s + 1)-th digit of the commitment to x + y.

We can compare integers encoded in the multi-digit integer commitment as
follows. Assume that we want to determine whether x > y for two multi-digit
integer commitments to x and y. Each of commitments consists of s piles of ten
colored cards, F1o(d;) where i € {0,1,---,s— 1} and d; is a digit of = or y. To
compare x and y, we first rearrange the order of each Elo(dl(-y)) in the reverse
order. Note that the resulting piles represent a (commitment to) 9’s complement
of y. Then, we add it to a multi-digit integer commitment to one (with s piles
of ten colored cards) to obtain a (commitment to) 10’s complement of y. After
that, we add it to a multi-digit integer commitment to x and check whether the
topmost pile (final carry) is F109(0) or Eqo(1). If it is E10(1), then « > y holds;
otherwise, < y holds.
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A.2 Addition Protocol for Binary Integer Commitments

Mizuki et al. [6] proposed a half-adder to efficiently compute the sum of two
binary commitments and a full adder using this half-adder to compute the sum
of two binary integer commitments with a carry.

Remember that [#][] and [V ] represent 0 and 1, respectively. The half-adder
which takes bit commitments of two bits a, b as input is constructed as follows.

1. Copy the bit commitment of b using the copy protocol [8]. This requires two
each of ] and [¥] cards and one shuffle.

2. Arrange the four bit commitments corresponding to a, b, b, and 0 sequentially
in a single row.

3. Rearrange the cards so that the second card moves to the fifth position, the
third to the second, the fourth to the sixth, the fifth to the third, and the
sixth to the fourth.

4. Divide the eight cards into two groups of left and right four cards and apply
a pile-shifting shuffle by regarding each of the left and right four cards as a
pile.

5. Rearrange the cards so that the second card moves to the third position, the
third to the fifth, the fourth to the sixth, the fifth to the second, and the
sixth to the fourth.

6. Turn over the two leftmost cards.

7. If the face-up cards are []¥], return the third and fourth cards as a @© b
(sum), and the seventh and eighth cards as a Ab (carry). If the face-up cards
are [O|d], swap the order of the third and fourth cards and return a @ b
(sum), and the fifth and sixth cards as a A b (carry).

The above half-adder requires four additional cards and two shuffie opera-
tions.

A full adder that takes a bit commitment of a carry ¢ from lower bits and
bit commitments to two bits a, b as inputs is constructed as follows. Here, s’ =
(a ®b) @ c is the sum of its bits including the carry ¢ from the lower bits, and
¢ =(anb)V ((a®b)Ac) represents a carry to the upper bits.

1. Using the aforementioned half-adder, compute the bit commitments to a Ab
and a & b. Apply a shuffle to the remaining two face-down cards and turn
them over. These cards are used as free cards later.

2. Input the bit commitments to a@®b and c into the aforementioned half-adder,
and obtain the bit commitments of (a ®b) Ac and s = (a ®b) D c.

3. Using the OR protocol [8] (which is obtained by inverting the inputs and out-
puts of the AND protocol), compute the bitwise OR of the bit commitments
to a Aband (a @ b) A ¢, which is the bit commitment to ¢'.

The above full adder requires four additional cards and six shuffling opera-
tions.
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B Detail of Equality Check Protocol

This section describes details of the equality check protocols for two sets of
multi-digit integer commitments or binary integer commitments”.

In Secret Suken BINGO or Secret Binary Suken BINGO, for each square
in the grid card, we determine whether a multi-digit integer commitment or a
binary integer commitment to an integer on the square matches a multi-digit
integer commitment or a binary integer commitment to the sum d, respectively.

If they do not match, we then check the equality between a multi-digit integer
commitment or a binary integer commitment in the next square and a multi-digit
integer commitment or a binary integer commitment to the sum d, respectively.
That is, we require an equality check protocol which restores its input.

Let us first give an equality check protocol for two multi-digit integer com-
mitments.

1. Arrange eighteen integer cards[1],[2][3] ... from left to right and turn them

over.

2. Arrange two sets of eighteen cards for two multi-digit integer commitments

in two rows (rows 2 and 3) below the face-down integer cards.

3. Apply a pile-scramble shuffle to the cards in these three rows, by regarding

each column of three cards as a pile.

Turn over the cards in the third row.

Place eighteen cards of the same color as the third row in the fourth row.

Place eighteen cards of a different color from the fourth row in the fifth row.

Turn over cards in rows 3 to 5.

Apply a pile-scramble shuffle to the cards in the five rows, by regarding each

column of five cards as a pile.

9. Turn over the cards in the second row and specify two columns where [
appears in the second row.

10. Create two bit commitments by arranging two cards in the fourth and fifth
rows from left to right in the specified columns. One of the commitments is
[D]#] or [#]<] if tens digits are identical or not, and the other is [V]d] or [#]<)]
if ones digits are identical or not.

11. Apply a bitwise AND protocol [8] to the two bit commitments and turn them
over. If two multi-digit integer commitments to be compared are identical,
they are [O[]; otherwise, they are [#]].

12. Apply a pile-scramble shuffle to the cards in the upper three rows.

13. Turn over the cards in the first row.

14. Rearrange the piles of the cards, by regarding three cards in each column of
upper three rows as a pile, so that the integer cards in the first row are in
ascending order. Then, two multi-digit integer commitments are restored in
the second and third rows.

15. Rearrange the cards of the fourth and fifth rows in a line and apply a pile-
scramble shuffle. Then, turn them over, which become free cards.

®© N oot

" While Ruangwises et al.’s overwriting protocol [10] can achieve this, we present a
more direct and simple protocol here.
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Let us then give an equality check protocol for two binary integer commit-

ments to integers x and y.

1.

10.

11.

Arrange twenty-four integer cards [1],[2][3] ... from left to right and turn
them over.

. Arrange two sets of twelve cards for two binary integer commitments to

integers from 0 to 63 into a line in the second row below the face-down
integer cards.

. Apply a pile-scramble shuffle to the cards in these two rows, by regarding

each column of two cards as a pile.

. Turn over the cards in the second row.
. Place twenty-four cards of the same color as the second row in the third row.
. Apply a pile-scramble shuffle to the cards in the three rows, by regarding

each column of three cards as a pile.

. Turn over the cards in the first row.
. Rearrange the piles of the cards, by regarding three cards in each column as

a pile, so that the integer cards in the first row are in ascending order. Then,
two binary integer commitments are restored in the second row.

. By using the four-card XOR protocol [8], compute six bit commitments to

XOR values of the first two cards (a bit commitment for the first bit of x)
and the thirteen to fourteen cards (a bit commitment for the first bit of y),
the third to forth cards (a bit commitment for the second bit of z) and the
fifteen to sixteen cards (a bit commitment for the second bit of y), and so
on.

Rearrange two cards of each of six commitments to XOR values in the reverse
order.

By using the AND protocol [8] five times, compute the AND of the above six
rearranged commitments. If two binary integer commitments to be compared

are identical, they are [Od|; otherwise, they are [#[<)].

Instead of the integer cards in the above protocols, we can use a sequence of

colored cards corresponding to integers, such as integer commitments, multi-digit
integer commitments, or binary integer commitments.

C

Secure Reduction Protocol with Modulo 75

In Secret Suken BINGO proposed in Section 3.3, we need to compute a multi-
digit integer commitment to d mod 75 where d is in {0,1,2,---,79}. Note that

the multi-digit integer commitment consists of the tens digit integer d; € {0,1,2,---

which is represented by Fg(d;) using eight colored cards, and the ones digit inte-
ger dp € {0,1,2,---,9} which is represented by E10(do) using ten colored cards.
Our reduction protocol with modulo 75 is performed as follows:

1.
2.

Arrange integer cards from 1 to 14 in order from left to right.

Add six || cards to the right of the integer commitment Fg(d;) to form
E14(dy), then place it below the integer cards arranged in Step 1 from left
to right.

77}



3.

10.

11.

12.

13.

14.

15.

Suken BINGO: An Application of Card-based Cryptography 19

Divide the integer commitment Ejo(dp) into two halves of five cards each
(upper and lower). Add two [#] cards to the right of each half. Then, place
the lower five cards (with two || cards added to their right) as the third
row of cards, each below the integer cards 1 through 7. Similarly, place the
upper five cards (with two @ cards added to their right) as the third row
cards under the integer cards 8 through 14.

As the fourth row cards, place [®] under the integer card 1 and [9] under the
integer card 8. These cards will later indicate whether the tens digit is seven
or not.

As the fifth row of cards, place [#] under the integer card 1 and [¥] under
the integer card 8. These cards will later indicate whether the ones digit is
more than four or not. At this point, the cards are arranged as shown below.
Then, turn over all cards to be face-down.

[}
(]

9| ---[14]: Integer cards
?]---[2]: The tens digit and dummy cards
[?]---[2]: The ones digit and dummy cards
: Colored cards
: Colored cards

~
(3]

CoEmE

Note that, when d is 75 or greater (i.e., when the right half of each card
sequence in second and third rows contains [¥)), d mod 75 is obtained by
swapping the positions of the left and right seven cards in the second and
third rows.

For rows 1 through 3, apply a pile-scramble shuffle to each of the left seven
cards and the right seven cards.

For rows 1 through 5, by regarding each of the left twenty-three cards (left
seven cards in the upper three rows and two cards in the forth and fifth
rows) and right twenty-three cards as piles, apply a pile-scramble shuffle.
Turn over the cards in the third row to be face-up. Rearrange the left and
right piles so that a pile containing [¥]in the third row moves to the right.
Keep the two cards in the fifth row. They are [ if the ones digit is five or
greater, and [O] if it is less than five.

Turn over the cards in the third row to be face-down. Apply a pile-scramble
shuffle to the columns in the rows through 1 to 4 as in Step 7.

Turn over the cards in the second row to be face-up. Rearrange the left and
right piles so that a pile containing [¥]in the second row moves to the right.
Keep the two cards in the fourth row. They are [#]7)]if the tens digit is seven,
and [V ] if it is less than seven.

Turn over the cards in the second row to be face-down. Apply a pile-scramble
shuffle to the whole fourteen columns in the rows through 1 to 3.

Turn over the cards in the first row to be face-up. Rearrange the columns
so the integer cards in the first row are in ascending order from left to right.
Then, remove the integer cards from the first row.

Divide each of the remaining two rows into two halves of seven cards each.
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Apply the AND protocol [8] to the two sets of two cards kept in Steps 9 and
12 to obtain [?]?]. Note that here, 0 is encoded as [V]d] and 1 as []<]. The
resulting cards are []7)] if the tens digit is seven and the ones digit is five or
greater (that is, d > 75), and [O]d] otherwise.

Place each of the two cards obtained in Step 16 onto the left and right halves
of seven cards obtained in Step 15.

Divide the three rows of card sequences obtained in Step 17 (the first row
contains the two cards from the AND operation, the second row contains
a sequence of fourteen cards including the card corresponding to the tens
place, and the third row contains a sequence of fourteen cards including the
card corresponding to the ones place) into halves. Apply the pile-scramble
shuffle to each half as a pile.

Turn over the cards in the first row to be face-up. Then, rearrange the cards
from the first to the third row so that [¥] among the two cards in the first
row moves to the left. Remove the two colored cards from the first row.
From the remaining two rows, remove the dummy cards placed in Steps 2
and 3. Consequently, output two sequences of cards in the first and second
rows as an integer commitment for the tens place and an integer commitment
for the ones place of d mod 75), respectively.
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